
• Discuss classification of CM signatures

• DoD Instruction C5240.08

• When
• Why
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• Google “Beat a Polygraph” and see what comes up

• Key point:  It is no longer unusual for an examinee to do an 
internet search on polygraph prior to a test

• Virtually all sites discuss CM

• Most sites recommend:

• Controlled breathing
• Behavioral CM
• Mental CM
• Tongue biting
• Toe presses

• Recommendations based on CM research primarily by Honts
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• The listed websites are a sampling of what is on the internet 
regarding how to beat a polygraph.

• The first two sites containing the asterisks will be covered in 
greater detail – most other sites refer back to these two.

• Look at Antipolygraph.org first  - most professional site.  

• The sites author is not motivated by money – motivated 
by ideology, and possibly revenge 

• Since he failed at least two polygraph examinations
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• George Maschke resides in the Hague and is responsible for 
the site

• Chapter 4 - The Lie Behind the Lie Detector

• Detailed instructions on how to use polygraph CM to 
protect oneself against a false positive

• Or in the case of being a guilty liar – How to beat the 
polygraph test
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• These instructions come from the Antipolygraph.org website

•Virtually all antipolygraph sites follow this websites lead

• Different sites may add an item or two:

• e.g., Tack in shoe, antiperspirant on fingers and hands
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• The key to the next 5 slides: (Apnea/Blocking)

• Read what antipolygraph.org instruction for each tracing

• Do you think examinee physiology will mirror the 
picture?

• Particularly with no bio-feedback

• Criteria taken from NCCA handout

• Do you think contrived physiology looks contrived?

• Look for patterns of behavior

UNCLASSIFIED

UNCLASSIFIED 6



•Question:  If the examinee has deliberately slowed their 

breathing for 15 seconds (they will often wait until they hear the 
next question) and you (the examiner) ask a relevant question –

What is going to happen in the PN channels at the relevant 

question?

• The answer:

• For every action there is a reaction. (Discuss)

• A irrelevant question should be asked.
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• Follow the directions given on the antipolygraph.org site

• What do you think the PN tracings will actually look like?

•Do you think that many will tighten stomach muscles while 
trying to follow this instruction?
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• Remember – other instructions by the website is to control 
breathing from PN tubes on until PN tubes off. 

•This instruction says to take several shallower breaths for 5 to 
15 seconds then return to baseline.

• What is a “shallower breath” and what does it look like on a 
polygraph instrument?
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• This is another instruction that is easily read but may not be 
easy to replicate, 

• Look at the picture – now gradually breath shallower

• Are you convinced your  recorded physiology will mirror 
the picture?
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• Mental CM:  All websites discuss mental CM (Excitable image 
or math problem requiring concentration  

• Add to controlled breathing – 1 of the breathing criteria 
plus a mental CM
• What do you think will happen to the PN channel?

•Tongue biting – Cheek biting or pushing tongue against teeth 
or the roof of the mouth – Depends on the website
• Anal sphincter – Most except polygraph.com suggest not 
using if the cushion is present
• ACQT – Most suggest attacking the ACQT  key

• Question – If you see CM activity at the key should you identify 
the activity to the examinee?
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• Some sites call the irrelevant questions ‘control’ questions 
and suggest that they be attacked.

• Do you think behavioral CM help the examinee?
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• The 3 excuses were pulled from antipolygraph.org

• Do you think these excuses are sufficient to warrant a second 
series?

• Are they sufficient to warrant a 3rd series?
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• Polygraph.com is another antipolygraph site that many sites quote 
attempt to mirror

• Motivation - money

• Doug Williams spent time as a polygraph examiner in the late 
1970s.  

• That was 30+ years ago
• Poly School he attended used poly as an interrogation tool

• His web site changes every few years

• The breathing CM in his booklet are similar to the breathing criteria 
in Antipolygraph.org

• Read instructions on how to reproduce the pictured criteria, 
practice the criteria with your polygraph instrument and see what 
you produce.
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• His CD with the manual is $49.95

• Many sites offering similar services

• If you come to his location in Oklahoma he will train you in CM 
for $1000

• For $3500 + First Class airline ticket + 4 star hotel + expenses 
he will come to your location and train you in CM

• Key – If you get caught – do not confess
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• This warning taken from poly.com manual

• The warning is repeated several times throughout the 
manual

• I wonder why?

• Have everyone tighten their sphincter VERY slowly to ½ 
tension.  Do you now release slowly or quickly release?
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• These are the 5 breathing criteria identified in the manual for 
sale on polygraph.com

• Compare them against the 5 NCCA criteria 

• What is the difference?

• Apnea is the same – but Williams says to not use it

• Figures 1 & 2 are not listed in antipolygraph.org site

• Figures 4 & 5 will lead to forms of suppression but the 
instructions are different from antipolygraph.org

• Will look at breathing individually next few slides
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• Attempting to create a “stair-stepping” increase in amplitude 
(used to be a scorable criteria)  15 years ago
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• The key here:  If the examinee appears to be “gasping for 
breath” like a fish out of water…probably a CM

• Consider what an examinee’s physiology might look like 
following these directions
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• Real apneas are very rare.  

• When seen they are usually occur at a relevant question – not 
a comparison question or an irrelevant question

• Williams most likely had a number of his clients get 
caught by using this CM

• And that is the reason he is telling his clients not to use 
this CM
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• If it looks like a kings crown with multiple diadems it is 
probably this CM
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• Push most of the air out of your lungs and take 5 to 7 shallow 
breaths - What do you think the tracing will look like?

• Attach a non-polygraph trained person to your instrument and 
have them read the directions for each figure and do it.  Look at 
the results

• If the results look normal to you – you are getting beat
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• These instructions have changed repeatedly in williams 
manual

• 2nd series where he says to “just” manipulate the CV channel –
he is talking about doing the AS (VERY SUBTLE)

• He also suggests placing a towel or heavy duty Kotex in 
your underwear separating the “stinger” from the 
movement sensor
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• Additional instructions found in poly.com manual
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• AS easily identified

• False apnea could be the result of the AS 

• Or, Figure 4 - inhaling a normal amount of air and followed by 
5 to 7 shallow breaths with your lungs partially full
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• Upper PN the apnea is at the bottom & the lower PN the apnea 
is at the top

• AS might be responsible for the apnea (cognitive processing)

• PLCQ – not it is answered about a second later than the 
relevant – Why?
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• Would you question whether the true apnea was a CM if it 
appeared at 2 or more relevant questions?  Comparison 
questions?
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• MV in sensor pad –

• The exaggerated exhalation falls below the baseline and pulls 
either one or both PN channels off the baseline

• Do you see anything strange about the EDA at the relevant 
question?

• The drop at R8 as the question is being asked is probably 
a MV.  

• Did the MV cause the software to pull the EDA up in order 
to re-establish a baseline?
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• Top PN exaggerated exhalation

• Bottom PN false apnea
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• Antipolygraph.org informs readers to control breathing in this 
range from the time the PN tubes are placed on until they are 
taken off

• Dick Arther – 32,000 charts – breathing at 6 to 8 BPM - DI 
breathing (contrived)

• John Reid found the same

• Very fast breathing is unusual
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• MI called this DLC breathing

• Note the late answer

• MI suggested that this breathing is the result of the 
cognitive effort to visualize the directed lie

• It was not considered a CM – but the test data was not 
evaluated either
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• This could be poly.com suggesting:

• Figure 4 is manipulated by inhaling a normal amount of 
air and then take a series of 5 to 7 shallow breaths with 
your lungs partially full
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• Answer-like distortions were occasionally observed by Paul & 
me in Barland’s mental CM study

• We surmised that examinee counting backwards were 
moving their throat muscles.

• If field data we occasionally see answer-like distortions 
when tongue bites occur.
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• This signature has been specifically identified on 
antipolygraph.org site.

• The suggestion is not to use the same CM at every 
comparison question
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• Toe press – picked up in cushion at 1C2
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• EDA MV can be deliberate

• Sometimes it is inadvertent – we have seen people 
concentrating on performing another CM such as mental math 
and inadvertently push down on the EDA plates then release 
pressure
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• Exaggerated blood volume increase is often overlooked

• Possibly because too often the cardio cuff is inappropriately 
placed or does not contain sufficient pressure

• If proper operations has taken place – right now 60 degrees for 
a period of 5 seconds may be indicative of a CM
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• This response adds to the sharp rise

• Unusual – particularly at irrelevant and DLCQs

• Should be unusual for a PLCQ
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• Most indicative of either a CM or a DI exam is pulse rate in 
excess of 100 BPM

• If in excess of 100 BPM – look for other CM signatures

• If the pulse rate is really slow (under 50 BPM) consider drug 
use (muscle relaxants or barbiturates)
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• This slide 

• Examinee’s physiology was good until the X
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•This slide

• Examinee had good physiology until the first PLCQ was 
asked
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• Key point – This is typical of confirmed cases

• Examinee researches a number of sites

• Antipolygraph.org gives the following instruction 
regarding Apnea or Blocking: Achieved by simply holding 
one’s breath for four or five seconds after breathing out 
(anything much longer may make your polygrapher 
suspicious)

• See if examinee followed the instruction
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• Consider:  

• What is causing the sharp CV rises?

• Note: Every comparison question approximately 5 
seconds of apnea
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• Typical excuse given for CM activity

• A promise is made – should we be more conservative on the 
next test?  Why?  Why not?
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• What is the difference between this series and the last?

• Clean CV channel

• No more false apnea

• Appears to be DI
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• He used the terms ‘false positive’

• He is using a variety of CM

• Stomach muscles
• AS & clenching teeth 
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• Why is the CV channel this sharp at the key?

• Pulse rate is about 108 BPM

• Consider being more conservative once next chart starts

79



80



81



• Double CV at C29
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• This examiner chose to ask 3 PLCQ at the end of the chart to 
make a final CM determination

• Note that the PN channels are fairly stable
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• Inserting something into a child’s anus…

• U-Phase ZCT

• C4 – Prior to year 2009, did you ever perform an unnatural sex 
act?
• R5 - Did you insert anything into Angie’s anus?
• C6 – Prior to your 21st birthday, did you ever masturbate?
• R7 - Did you insert anything into Angie’s anus while in that 
room?
• C8 – Before 2009, did you ever do something sexual for which 
you are ashamed ?

• Isn’t it interesting that someone who would insert objects into 
a child’s anus would be concerned about a painful CM
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• Examinee attacked the key
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• The purpose of viewing these samples is to provide an opportunity to 
see test data.  

• Some of the test data is messy – Some may contain CM – Some may not 
– look at the data and make your decision
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• Why is the test data (particularly the PN Channels) messy?

• Are the Pneumograph tubes attached correctly?

• Upper across the chest
• Lower across the diaphragm

• Are the Pneumograph tubes too tight?

• Are the Pneumograph tubes rolling?

• Is there a loose or broken wire along the EDA shielded cable?

• If finger plates are being used – are they loose causing a break in contact 
between the plate and the fingers?

• EDA sensitivity is 0.8 on 1st chart;  1.7 on 2nd; & 2.5 on 3rd
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Example 1

• PN channels are not stable.

• R28 – PN channels atypical – rise off the baseline forming a new baseline

• EDA channel chatter with random responses

• CV channel – Pulse rate 96 BPM with strong responses at the relevant 
questions.

• At this point – no decision can be made regarding CM activity.
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• PN channels are not stable

• C27 – Upper PN rising off the baseline.  Lower PN re-centered by 
examiner.  It appears that it would have been a diverging PN.

• C27 - EDA channel at C27 almost looks like a broken wire.  Possibly 
movements.

• C27 - CV channel secondary blood volume increase too good to be true

• C25 – PN channels baseline drop + CV channel secondary blood volume 
increase

• IRQ – DB and apnea
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• IRQ – PN channels - False apnea + baseline changes

• C27 – Appears to be trying to recover from manipulated irrelevant 
question.

• 21A – Examiner moved both PN in opposite directions

•R28 – Strong CV responses

• Lower PN channel began wandering down from 21A through C25
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• C29 – PN channels changing baseline + MV in sensor pad at the answer

• C23 – Lower PN channel dropped off baseline + EDA drop – both indicate 

MV

• R26 – Strong CV responses

• It is clear that examinee is manipulating test data.
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R26 is the drug question

107



108



• PN channels are not stable

• C25 – PN channel drops off the baseline then rises.

• 21A – PN channel is clearly atypical – both channels drop a full baseline 
suggesting movement.

• C27 – Lower PN channel about 12 seconds after the answer rises with a 
corresponding rise in the CV channel

• C29 – 3 breaths in a 5 second question window

• R28 – Significant change in rate at the PN channels

• 21B – PN channels drop and DBs
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• 21A – Converging PN channels + lower PN channel exaggerated 
exhalation.

• C29 – MV in sensor cushion + crown in PN channels

• R26 – PN channels rate change
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• C23 – Lower PN channel – Exaggerated exhalation pulling lower PN off 
the baseline

• 21 – Lower PN channel rising off the baseline

• C25 – Note shows a SW, but I see several seconds of apnea.
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• 21B – PN channels drop in baseline

• 21A – Same

• C29 – Examiner noted MV in sensor cushion.
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• PN channels are not stable

• C23 & C25 MV in sensor cushion

• 21 – MV in sensor cushion
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• 21 – Lower PN channel exaggerated exhalation pulling off baseline

• C29 – False apnea + MV in sensor cushion

• C27 – Lower PN channel drops off the baseline

114



• C25 – MV in sensor cushion + Lower PN channel dropped off baseline

• 21A – MV in sensor cushion + PN channels dropped off baseline

• 21B – Lower PN channel – exaggerated exhalation plus both PN channels 
drop off the baseline.
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• Examinee was also manipulating the comparison questions
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• C23 & C25 – Apnea begins just before the question is asked.  Examinee 
is anticipating the questions (suggesting he knows what question 
(relevant or comparison) is coming.  

• Early apnea causes an early rise in the CV channel

• Secondary blood volume increase at both PN channels
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• This chart is a mess between moving and talking

• C25 – PN channels – examinee took a breath & answering while 
breathing in

• C27 – Apnea after the answer

• R24 - PVCs only at the relevant question
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• Clean chart with a secondary rise in blood volume at C29.

• R24 – Once again we have a PVC only at the relevant question
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• Controlled breathing

• C23 – sharp CV tracing

• Strong relevant responses in both EDA & CV channels

• Not much in the way of CM signatures at this point
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• C29 & C25 – MV in sensor cushions + both PN channels have atypical 
breathing after the answer + C25 CV channel too good to be true with its 
sharp rise.
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• Examiner observed examinee move arm and clench jaw  at C23

• Now we have frequency and specificity
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• Beat a DEA exam.  Scheduled to go to work for them.

• This was a CBP exam – they passed to DEA regarding subject’s drug use 
and defeat of their exam using CM.
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Example 5

• C27 & C29 – Note the rate change and I/E change that goes on for 15 
seconds + the CV channels for both comparison questions have very 
sharp reactions.



129

Example 5

• C23 & C29 – Cookie cutter responses in both PN channels – frequency 
and specificity + strong EDA at C23 & large CV channel responses
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Example 5

• C29 & C23 – Cookie cutter (lacking variability) responses in PN channels 
+ sharp CV at C23.
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• 2-sensors are being used (one for the seat and one for the feet)

•1C1 – slight movement in both pads after the answer

• 1C2 – larger responses in both pads + sharp CV rise which is unusual for 
a DLCQ
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• 1C2 – discussed last chart

• 2C1 – MV both pads

• Large EDA responses and CV responses both DLCQ
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• 2C1 – already discussed

• Labile EDA
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•TESB – 1st asking

•Sensor pad movement at all of the questions

•1C1 – very strong CV channel starting early

• 1C2 – Sharp CV

• Messy CV channel with strong responses at the relevant questions 
particularly R3.
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TESB – 2nd asking

• DLCQ – MV in sensor pad

• 1C2 – Temporary rise off baseline in upper PN channel
• 2C1 – Very sharp CV rising almost 5 chart divisions
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• DLCQ – the CV channels are cookie-cutter (lack variability)

• MV in sensor pad for both DLCQ
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Countermeasures Exercise

• When the NCCA developed the sensor cushion all of the 
polygraph program managers were given an opportunity to see 
if they could defeat the sensor.

• The next set of slides are their attempts.

• The key here is that these are all senior examiners attempting 
to be defeat the sensor so the physiology is very subtle + there 
is no anxiety.
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Best Guess #1 – Do you see a CM?
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•In this case the movement was caused by the anal sphincter.
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Best Guess #2 – What do you see?  
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Answer #2 – AS at C10
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Best Guess #3 – What do you see?
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Answer #3 – Anal Sphincter
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Best Guess #4 – What do you see?
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Answer #4 – Toe Press



173

Best Guess #5 – What do you see?
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Answer #5 – Toe press
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Best Guess #6 – What do you see?
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Answer #6 - AS
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Best Guess #7 – Best guess?
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Answer #7 – Examiner tried to be sneaky – AS at the relevant 
question

• CM at the relevant questions are not uncommon – some folks 
just do not study well before taking a test
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Best Guess #9 – Nothing to see
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Answer #9 – No CM activity in the sensor.
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Best Guess #10 – Take a guess.  
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Answer #10 – C3 pretty obvious

• Examinee doing AS – slowly increasing as Doug Williams 
suggests and slowly decreasing pressure.  Being very subtle
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Best Guess #11 – Number 5

• Attacking the ACQT key
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AS at the key
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Best Guess #12 – What do you see?
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Answer #12 
•Note the distortion in the sensor does not match up with the 
answer at 3C & 6C, but does match up with the answer marks at 
the relevants.

•3C & 6C are toe presses & 1A is an anal sphincter.


