GO# ME 2020-201280331

Mesa Police Department Unfounded

PUBLIC RECORDS REQUEST
(PORNOGRAPHY/OBSCENE MATERIAL) Mesa Police Deiartment Released To:

General Offense Information

Reported On MAY-07-2020 (THU.) 1406

Occurred On MAY-06-2020 (WED.) 1000

Approved On MAY-20-2020 (WED.)

Approved By P18852 - YOUNG, C. (18852)
Rpt Submitted By P21318 - GRIBBLE, E. (21318) (.)

Address IR
Municipality ||
County MARICOPA
Special Study NONE

Gang Involvement NO GANG RELATION/INVOLVEMENT

Offenses (Completed/Attempted)

Offense# 1 370-1 PORNOGRAPHY/OBSCENE MATERIAL - COMPLETED
Criminal Activity EXPLOITING CHILDREN
Bias NONE (NO BIAS)

Related Event(s)

1. CP ME2020-201280331

Related Person(s)

1. REPORTING PARTY # 1 - CAPUTO, DANIEL WAYNE

CASE SPECIFIC INFORMATION

Sex MALE
Race WHITE

Date Of Birth
SSN

Address 2700 S WOODLAND VILLAGE Apartment 300-345
BLVD

Municipality FLAGSTAFF
State ARIZONA
ZIP Code 86001
Cell Phone (928) 607-2153
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Unfounded
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(PORNOGRAPHY/OBSCENE MATERIAL)

PERSON PARTICULARS

ssN I

Height 5'11 Weight 215 LBS.
Eye Color BROWN
Hair Color BROWN

MASTER NAME INDEX REFERENCE

PHONE NUMBERS
Cell Phone (928) 607-2153

LINKAGE FACTORS

Resident Status NON-MESA RESIDENT
Age Range 30-49 YEARS

2. INVESTIGATIVE LEAD # 1 - MALPICA BERRIOS, AXEL ORLANDO

CASE SPECIFIC INFORMATION

Sex MALE

Race WHITE

Date Of Birth
SSN
Address
Municipality
State

ZIP Code

PERSON PARTICULARS

ssN. I

Ethnicity HISPANIC/LATIN

Height 5'11 Weight 210 LBS.
Eye Color BROWN
Hair Color BLACK

MASTER NAME INDEX REFERENCE

PHONE NUMBERS
Cell Phone (352) 304-2330
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CRIMINAL DESCRIPTION

LINKAGE FACTORS

Resident Status MESA RESIDENT
Age Range 30-49 YEARS

3. WITNESS # 1 - CEDENO, MARIANA JANAY

CASE SPECIFIC INFORMATION

Sex FEMALE

Race WHITE
Date Of Birth
SSN
Address
Municipality
State
ZIP Code
Cell Phone

PERSON PARTICULARS

ssN I

Ethnicity HISPANIC/LATIN

Height 5'04 Weight 160 LBS.
Eye Color HAZEL
Hair Color BROWN

MASTER NAME INDEX REFERENCE

PHONE NUMBERS

Cell Phone |

LINKAGE FACTORS

Resident Status MESA RESIDENT
Age Range 22-29 YEARS
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Narrative Text

Type Original Narrative
Subject ORIGINAL NARRATIVE
Author P21318 - GRIBBLE, E. (21318) (.)
Related Date May-13-2020 14:56

5/6/2020

On 5/6/2020 | received this case for review and investigation. | spoke to Witness Dan Caputo
with Northland Polygraph, a business that conducts polygraph testing in Arizona. Dan is the
owner of this business and a polygraph examiner. Dan explained to me a pastor of a church
in the East Valley area reached out to him regarding a polygraph exam. The pastor explained
he was working with a couple in his church that was receiving marital counseling through
him. Issues of possible infidelity were discussed and concerns of the husband viewing
pornography. The couple both agreed to go through a polygraph exam, which is why Dan was
sought out.

On Tuesday, 5/5/2020, Dan was briefly in contact with the wife, Mariana, via text message to
discuss scheduling of the polygraph.

On Wednesday, 5/6/2020, Mariana started emailing (from email

) Dan pornographic material that she found on her husband's
evice as Information for the polygraph exam. These files were in a Google Photos account

and contained multiple adult pornography images. Mariana also emailed Dan suspected child

pornography images that were found in this Google account. Upon receiving this, Dan

reported the suspected child pornography to law enforcement.

At this point Dan had limited information on Mariana and her husband. Mariana said her
husband's name was Axel Malpica and that they live in Mesa. They also have two children
together. Mariana did not have concern that their children were in danger and made no
mention that they were the children in the files. Mariana's contact phone number was

| then ran the name "Mariana Cedeno" through the National Crime Information Center (NCIC)
and Arizona Motor Vehicle Division (MVD). Two names of "Mariana Cedeno" showed up with
their correlating birthdays and Driver's License information. One of these "Mariana Cedeno"
was "Mariana lanay Cedeno DOB: " with an AZ Driver's License _and an
address of

| checked MVD if any vehicles were registered to Mariana. License plate AZ-AX)3590 was a
white 2015 BWM 320 car that was registered to Marina. License plate AZ-CFS8460 was a
2010 blue Dodge Ram 1500 truck. This truck was registered to Mariana and Axel Orlando
Malpica Berrios DOB’:\M | then ran Axel's information through the National Crime

Information Center ( and Arizona Motor Vehicle Division (MVD). Axel had an AZ Driver's
License with the same address as Mariana. | believe this was Mariana's
husband.

Utilizing an undercover account, | logged onto Facebook and looked for "Mariana Cedeno". |
found a profile for "Mariana Malpica Cedeno". Many of Mariana's photos and posts were
publicly viewable. A post Mariana made on April 1, 2020 she referenced being a business
owner for 2 years and mentioned her husband "Axel Malpica" in this post. The photos
Mariana had on her account were of her husband Axel and their two sons. The photos of Axel
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on Mariana's Facebook page matched the MVD photo of Axel Orlando Malpica Berrios DOB:

5/8/2020

Dan arrived at my office and provided me with the emails and files that Mariana had sent
him.

The images and videos Mariana had sent Dan were taken from the perspective of Mariana
recording a tablet screen with her own phone. The device that Mariana was recording of the
Google account with the images and videos appeared to be a black Samsung tablet.

One of the videos on the tablet was a 9 second video of Axel that he appeared to take of
himself, as his one arm is extended as if holding a video device. This video is of Axel sitting in
a garage taking a video of himself in front of a jet ski saying, "This is me."

Another video/recording is about 15 seconds in length, and it is of Mariana scrolling through a
photo roll of multiple images of adult pornography. While Mariana is scrolling through these
photos she says, "Babe, why when | go to log in to Elijah's account and there's another
account there. And it says (she says something along the lines of "ying dow") meaning you
created another account. Seriously? What is all this?"

Mariana also sent still images of the files in the Google photos account album. Most of these
photos were of adult pornography, some appearing with a recent date of April 2020. There
were also multiple photos of Axel in these photo albums. There were some up-close images
of an adult male's erect penis. In one of the pictures of an adult male's erect penis, there was
a light-colored dresser in the background underneath a tv screen. Mariana told Dan in her
email referencing this photo, "This is the picture with our new furniture in the background.
That | never received from him but he says he was going to sent it to me but decided to
"delete" it." There were no other male's faces depicted in any of the other photos in the
albums, appearing that this Google Photos account only belonged to Axel.

In one of the emails Mariana sent Dan, she told him she also found child pornography. One of
the images Mariana sent was an 8 picture collage of a young girl. There were 3 photos in the
first column of the collage, 3 photos in the middle column and 2 in the last column. These
series of photos appear to be of the same little girl.

The top image in the first column is a focused perspective of a girl's genitalia area. The qirl is
lying on her back on a blue blanket and has her legs spread open. The girl is inserting a sex
toy into her vagina. The girl's hips are narrow her legs are small in size.

The middle image in the first column is of a naked small girl with dirty blonde hair with
bangs. The girl is lying on her back on a blue blanket and she has her knees bent up towards
her shoulders. The little girl is taking her hands and spreading open her genitalia tissues,
fully exposing her vagina and anus. The girl's vagina is underdeveloped and she has no pubic
hair. The girl has no breast development and her face is round and child-like. The focus of
this image is on the girl's exposed genitalia.

The bottom image in the first column is a close-up photo of a small girl's vagina and anus.
The girl is lying on her back on a blue blanket. The girl's legs are spread open, exposing her
vagina and anus. There is a creamy white mucus substance on her vagina and anus,
appearing to be semen. The girl's vagina is underdeveloped and she has no pubic hair.
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The top image in the middle column is another close-up of a small girl's vagina and anus. The
girl is lying on her back, her legs are spread open, exposing her vagina and anus. The girl's
vaginal tissues appear red in color and irritated. There is a creamy white mucus substance on
her vagina. The girl's vagina is underdeveloped and she has no pubic hair.

The middle image in the middle column is of a naked small girl with dirty blonde hair. The girl
is lying on her back on a blue/gray blanket, her legs are spread open and she has her knees
bent up towards her shoulders. There is an adult male's erect penis near the girl's vagina,
seeming to insinuate he is going to insert it in her. The girl's body is small in size and she has
no breast development. The girl has round cheeks and a small chin and nose, appearing very
child-like.

The bottom image in the middle column is of a small girl with dirty blonde hair and bangs.
This image is a close up of the girl performing oral sex on an adult male's erect penis. The
girl is using her hands to hold the penis to her mouth. The girl's facial features are small and
her hands are small in size compared to the male's erect penis.

The top image in the last column is of a small girl with dirty blonde hair and bangs lying on
her back on a blue blanket. The girl is wearing a red dress that is pulled up, exposing her
vagina. The girl's head is turned to the side and she is performing oral sex on an adult male's
erect penis. The girl is using her hands to hold the penis to her mouth. The girl's facial
features are small and her hands are small in size compared to the male's erect penis. The
girl's legs are small in size and her vagina is underdeveloped.

The bottom image in the last column is of a small girl wearing a red dress and lying on her
back on a blue blanket. The girl's dress is pulled up to her chest, exposing her vagina and
anus. The girl's legs are spread open and her knees are bent upwards. The girl's vaginal
tissues appear red in color and irritated. The girl's vagina is underdeveloped and she has no
pubic hair. Her hips are narrow and her body is small in size.

Based on the series of these photos and features of the girl portrayed, | believe this girl is
under the age of 8.

These images are a violation of Sexual Exploitation of a Minor.

INVESTIGATION ON-GOING
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Narrative Text

Type Supplemental Narrative
Subject SUPPLEMENTAL
Author P21318 - GRIBBLE, E. (21318) (.)
Related Date May-28-2020 14:18

5/19/2020

| authored a search warrant foMto examine and seize electronic
devices located in the residence that were possibly used for the sexual exploitation of minors
by Axel Orlando Malpica Berrios DOB:

1132 hrs - | faxed the residential search warrant affidavit and subsequent search warrant to
the Maricopa County Superior Court for approval.

1150 hrs - Received a phone call from Honorable Mary Cronin with the Maricopa County
Superior Court granting the affidavit and search warrant. SW #2020-006752.

5/21/2020

The search warrant was served by Mesa SWAT at about 0630 hours at”
q Upon serving the search warrant, 5 subjects exited the house. These subjects
were: Mariana Cedeno DOB! her father Raymond Cedeno Ruiz DOB: , Axel and
Mariana's children and * and another teenage male family
member named . Mariana explained to officers that Axel was not home, that he
leaves for work aroun hours. The vehicle Axel was using was Raymond's white Dodge
truck, AZ-CJN3125.

| spoke to Mariana outside, away from her children, and explained to her who | was and why
we were there at her house. Mariana was aware of the pornographic material | was speaking
of, as she was the one who found it and sent it to the polygrapher. Mariana told me she found
the reported pornography files around March or April of this year, as it was during the time
schools were getting locked down due to the COVID-19 pandemic. Mariana was home and
she was using the Samsung tablet to get online schooling for her kids to work on. While she
was on the tablet, she saw a Google account was pre-logged in. Mariana told me this Google
account was xlelbambinol@gmail.com. Mariana clicked on the Google Photos app associated
with account xlelbambinol@gmail.com and she found numerous files of adult pornography,
along with a few files of suspected child pornography. These are the files she sent to the
polygrapher.

Mariana told me she confronted Axel about these files she saw on his
xlelbambinol@gmail.com account and he proceeded to tell her that he did not know
anything about it, that it possibly may have been an old co-worker that uploaded the photos.
Mariana explained to me that Axel told her he had to give his old work phone back to his
employer. His employer then gave that same phone to a different co-worker. Axel said he
may have been logged in to his xlelbambinol@gmail.com account on that old phone, which
is how his co-worker may have had access to it.

Mariana further told me Axel is a good father to their children and she has no concern for
their safety.

| then spoke to Mariana's father Raymond and explained why we were there. Raymond did
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not know anything about the incident or about any pornography (adult or child) files in the
residence or on any devices.

Both Mariana and Raymond were cooperative. A forensic preview was done on scene of
Mariana's, Raymond's and Chris' cellphones. Nothing of evidentiary value was found on these
devices and they were returned to them on scene.

Mesa SWAT located the white Dodge truck, AZ- CJN3125 at Axel's place of work: ACO Polymer
Products, 825 W Beechcraft St Casa Grande, AZ. Myself and Sgt. Young went to this location
to speak with Axel.

We were able to speak with Axel in a private conference room and our interview was audio
recorded. The following is a synopsis of the interview:

- Axel verbally identified himself to me and provided his contact information:
o Address: [

o Cellphone: 352-304-2330

o Email: axel.malpical@gmail.com

- | advised Axel of who | was and what unit | work for. | explained to Axel that there were
some files of possible child pornography that may involve him.

- Axel told me he was not involved in that.

- | further explained to Axel how these files came to our attention, including Mariana's
confrontation with him.

- Axel explained he told his wife it wasn't his and he was willing to take a polygraph
about it. Axel said when he was confronted by his wife he did some research and found
Google will just create folders and store photos in them.

- At about 0830 hours | read Axel his Miranda Rights from my department issued card. |
asked Axel if he understood his rights and he replied, "yes."

- | asked Axel to spell his other Google "bambino" email address. Axel spelled it
xlelbambinol@gmail.com.

- Axel discussed his wife Mariana confronted him about the photos she found on the
xlelbambinol@gmail.com account. Axel told me he recognized his family photos that were in
this Google account.

- | asked Axel how adult pornography photos got into this account, again re-iterating to
him that adult pornography is not illegal.

- Axel said, "Like | told me wife, it wasn't mine." "l don't know how any of this stuff
ended up there."

- | asked Axel if, at any point in his life, he ever looked at pornography. Axel said, "I
have". | asked him if he saved it and Axel said "never".

- Axel was confronted on being truthful and I told him | don't think the few files of child
pornography was even intentional.
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- Axel again said, "it wasn't mine."

- | explained to Axel that | was going to be seizing his phone to do a forensic
examination on it. Axel provided his passcode of: 110707.

- | asked Axel if Mariana showed him possible child pornography files she found and he
said, "She did. And that's when | told her that's definitely not mine. She knows | would never
do that."

- | asked Axel what he thinks is child pornography and he said, "pornography of
children."

- | asked Axel to give me an age, what does he consider a child. Axel said, "anywhere
from 13 years old to 17." | asked Axel if younger than 13 is a child and he said, "um, ya."

- | asked Axel if he had sexual interest in children and he said, "no." "What kind of
question is that?" | again told him that there was child pornography in his Google account.

- Axel was asked why he didn't call law enforcement if he thought someone else, or
Google, was uploading child pornography to his account since he was claiming it wasn't his
and he didn't put it in there.

- Axel said he's never dealt with this kind of situation before and didn't know how to go
about it.

- Axel said he told his wife this may have happen with a previous work phone he had,
that his account was on that phone and he no longer knows where that phone is.

- Axel explained he has accessed the xlelbambinol@gmail.com from the tablet Mariana
found it on and her laptop.

- Axel further said he uses the xlelbambinol@gmail.com for his contact for Ebay and
Amazon.

- | again re-iterated Axel's story him: that he's claiming he does not know how those
photos or folders got into his account, besides his family photos.

- | asked Axel if the pornography photos looked familiar to him and he said, "They
don't."

- | told Axel there were also nude photos of himself in these folders and asked him to
explain that. Axel said those were personal photos from his phone, again not knowing how
they ended up on his Google account.

- We discussed with Axel that Google does not randomly upload photos or make folders
into people's personal accounts. To this Axel replied, "Apparently it does with my personal
stuff."

- Axel's iphone was retrieved from his office and Axel told me, "You guys can go through
the whole phone. Feel free."

The interview ended and | provided Axel my business card with the case number on it, along
with my contact information.

| transported Axel's seized cellphone to the Mesa Family Advocacy Center (MFAC) as
evidence.
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1325 hrs - | submitted a Letter of Preservation to Google for Gmail xlelbambinol@gmail.com
via their online law enforcement portal and received an internal reference #3744817.

5/27/2020

1109 hrs - | faxed a search warrant affidavit and subsequent search warrant for stored
electronic information on Axel's cellphone to the Maricopa County Superior Court for
approval.

1117 hrs - | received a phone call from Honorable Melissa Zabor with the Maricopa County
Superior Court granting the affidavit and search warrant. (SW #2020-007144)

1139 hrs - | faxed a search warrant affidavit and subsequent search warrant for subscriber
information and account content for Gmail email xlelbambinol@gmail.com to the Maricopa
County Superior Court for approval.

1252 hrs - | received a phone call from Honorable Gregory Gnepper with the Maricopa County
Superior Court granting the affidavit and search warrant. (SW #2020-007146)

1507 hrs - | submitted the search warrant to Google for Gmail xlelbambinol@gmail.com via
their online law enforcement portal and received an internal reference #3755142.

INVESTIGATION ON-GOING

For 26321  Printed On Aug-29-2024 (Thu.)



. GO# ME 2020-201280331
Mesa Police Department

Unfounded
PUBLIC RECORDS REQUEST

(PORNOGRAPHY/OBSCENE MATERIAL)

Narrative Text

Type Supplemental Narrative
Subject CASE UNFOUNDED
Author P21318 - GRIBBLE, E. (21318) (.)
Related Date Sep-04-2020 10:51

A forensic examination was done on Axel's cellphone for stored electronic information. There
was nothing of evidentiary value on his phone, though text message conversations between
Axel and Mariana showed she confronted him on 4/14/2020 on the pornographic images she
found on his Google account. Mariana stated, "You even have little girls! Your sick! All this is
under your xlelbambino account". The conversation continues with Axel denying everything
and claiming that it wasn't his account, that "l haven't done this since our last fight when |
admitted to you". Axel further continues to tell Mariana, "How are my personal pics on my
phone ending up there? | don't know but google steals information from everyone's life on a
daily basis babe". Throughout the conversation Axel remains stating the Google account
content doesn't belong to him and that Google is responsible for putting the files there.

6/15/2020

| received an email from Google stating the production for my search warrant was ready for
download via their online law enforcement portal. | logged on to the system and downloaded
the files and information provided by Google and noted the following.

The subscriber information for the reported account xlelbambinol@gmail.com was:
- Name: Axel Malpica

- Created on: 2010-12-30

- Status: Enabled

- Recovery email: portorockcangri@hotmail.com

- Recovery SMS: 13523042330

The email content showed various items purchased by Axel through Amazon, Ebay and other
car parts stores with a related address of The Google Photos
content contained 247 different folders wi Ifferent dates and labels. Each folder was
empty of any images or video files, appearing the content had been deleted.

There was nothing of evidentiary value found in xlelbambinol@gmail.com's account.

CASE UNFOUNDED
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Subject REQUEST FOR ELECTRONIC DEVICE EXAMINATION
Author P15015 - BOCOCK, C. (15015) (.)
Related Date Nov-02-2020 10:03

Detective Gribble #21318 contacted the Mesa Police Department Computer Forensics Unit in
reference to the Request for Electronic Device Examination in reference to this investigation.

Data extraction was authorized by Search Warrant #SW2020-006752.

Detective Gribble asked that | look for any images or videos depicting a minor engaging in
exploitive exhibition or other sexual conduct.

Items to be examined

Property ID #26959-3, Acer Aspire 7736 Laptop
Property ID #ME26959-12, 8GB SD Card
Property ID #ME26959-9, 256MB SD Card
Property ID #ME26952-3, Red USB Drive
Property ID #ME26952-1, Verizon Flip Phone
Property ID #ME26959-8, Nextel Flip Phone
Property ID #ME26959-2, Samsung Flip Phone
Property ID #ME26959-4, Apple Ipad

Property ID #ME26959-7, Apple Ipad

10. Property ID #ME26959-5, LG Tablet

© ® N o U A WD

Reference Property ID #26959-3, Acer Aspire 7736Z-4905 Laptop S/N
LXPJB02109944011CA2000

| removed the hard drive from the above listed device and found the following:
SanDisk 240GB HDD

Model SDSSDA-240G 2.5" SSD Drive

S/N 174434805326

| attached the device to my forensic computer using a Wiebetech Forensic UltraDock
Writeblocker and previewed the contents.
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No items of evidentiary value were located.

Reference Property ID #ME26959-12, 8GB SD Card
Upon physical examination | found this device was a Kingston 8GB SD Card.

| attached the device to my forensic computer using a Wiebetech Media Writeblocker and
previewed the contents.

No items of evidentiary value were located.

Reference Property ID #ME26959-9, 256MB SD Card
Upon physical examination | found this device was a Dane-Elec 256MB SD Card.

| attached the device to my forensic computer using a Wiebetech Media Writeblocker and
previewed the contents.

No items of evidentiary value were located.

Reference Property ID #ME26952-3, Red USB Drive
Upon physical examination | found this device was a generic 4GB USB Drive.

| attached the device to my forensic computer using a Wiebetech Media Writeblocker and
previewed the contents.

No items of evidentiary value were located.

Reference Property ID #ME26952-1, Verizon Flip Phone
Upon physical examination | found this device was an LG VX8360.

| attached the device to my forensic computer and performed a data extraction using
Cellebrite's UFED 4PC.

| created a Cellebrite Report and reviewed the contents.

No items of evidentiary value were located.

Reference Property ID #ME26959-8, Nextel Flip Phone
Upon physical examination | found this device was a Motorola Nextel Flip Phone.
This device would not power on.

Data extraction was not possible.
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Reference Property ID #ME26959-2, Samsung Flip Phone
Upon physical examination | found this device was a Samsung SGH-T259.

| attached the device to my forensic computer and attempted to perform a data extraction
using Cellebrite's UFED 4PC with negative results.

Cellebrite failed to connect to the device on multiple attempts.
I manually previewed the contents of the device.

No items of evidentiary value were located.

Reference Property ID #ME26959-4, Apple Ipad

| attached the device to my forensic computer and performed a data extraction using
Cellebrite's UFED Physical Analyzer.

| created a Cellebrite Reportl and reviewed the contents.

No items of evidentiary value were located.

Reference Property ID #ME26959-7, Apple Ipad

| attached the device to my forensic computer and performed a data extraction using
Cellebrite's UFED Physical Analyzer.

| created a Cellebrite Report and reviewed the contents.

No items of evidentiary value were located.

Reference Property ID #ME26959-5, LG Tablet
Upon physical examination | found this device was an LG V496.

| attached the device to my forensic computer and performed a data extraction using
Cellebrite's UFED 4PC.

| created a Cellebrite Report and reviewed the contents.

No items of evidentiary value were located.

This concludes my involvement in this case.
NFI/NFA
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Related Property Report(s)

REPORT INFORMATION

Property Report # 26952
Case Status EVIDENCE/SEIZED

Submitted On MAY-26-2020 (TUE.) By GRIBBLE, E. (21318) ()

RELATED EVENTS
Offense GO ME 2020 - 201280331

Related Items 3

ARTICLES - EVIDENCE

Status EVIDENCE/SEIZED
Tag # ME26952 - 1
Article OTELEPH- OFFICE EQUIPMENT
Make LG
Color BLU
# Of Pieces 1
Serial #1 UNKOWN
Description VERIZON FLIP PHONE WITH CASE
Flags DISPOSED, EVIDENCE
Current Location (DISPOSED)

ARTICLES - EVIDENCE

Status EVIDENCE/SEIZED
Tag # ME26952 - 2

Article RDMMDEV- RADIO, TV, AND SOUND ENTERTAINMENT DEVICES
Make SAMSUN

Color BLK
Model GALAXY TAB 4 # Of Pieces 1
Serial #1 A3LSMT537V
Description SAMSUNG TABLET IN BLACK OTTERBOX CASE

Flags
Current Location

DISPOSED, EVIDENCE
(DISPOSED)

ARTICLES - EVIDENCE

Status

EVIDENCE/SEIZED

Tag # ME26952 - 3
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Article

Make

Color

# Of Pieces
Serial # 1
Description
Flags

Current Location

DDRIVES- DATA PROCESSING EQUIPMENT
ACO

RED

1

UNKNOWN

ACO THUMBDRIVE

DISPOSED, EVIDENCE

(DISPOSED)

PROPERTY REPORT RELATED ATTACHMENTS

1. Evidence Disposition

Description
Reference Number

GRIBBLE 201280331
26952-2, 26959-3

For 26321  Printed On Aug-29-2024 (Thu.)



. GO# ME 2020-201280331
Mesa Police Department

Unfounded
PUBLIC RECORDS REQUEST

(PORNOGRAPHY/OBSCENE MATERIAL)

Cipriana Gonzalez

From: Emily Gribble

Sent: Thursday, May 28, 2020 3:15 PM
To: PDDispoAdmin

Subject: Property Release DR# 2020-1280331
Hello,

A Samsung tablet and Acer laptop are currently in Evidence @ MFAC lockers for DR# 2020-201280331. Property #'s
ME26952-2 & ME26959-3 that can be released to the owners.

The owners are:
Axel Orlando Malpica Berrios

DOB: I
|
OLN —

Mariana Janay Cedeno

DOB: I
|
OLN —

Detective Emily Gribble #21318

Internet Crimes Against Children (ICAC)
Digital Forensics Unit (DFU)

M esa Police Department

2. Evidence Disposition
Description GRIBBLE 201280331
Reference Number 5ITEMS

For 26321  Printed On Aug-29-2024 (Thu.)



Mesa Police Department

PUBLIC RECORDS REQUEST
(PORNOGRAPHY/OBSCENE MATERIAL)

GO# ME 2020-201280331
Unfounded

Cipriana Gonzalez

From: Emily Gribble

Sent: Wednesday, June 03, 2020 7:37 PM
To: PDDispoAdmin

Subject: Property Release DR #2020-201280331
Hello,

The following property can be released to owners for DR# 2020-201280331.

Property #'s ME26959-1
ME26959-6
ME26959-10
ME26959-11

ME27893-1

The owners are:
Axel Orlando Malpica Berrios

OLN

Mariana Janay Cedeno

OLN

Much Thanks,
Detective Emily Gribble #21318

Internet Crimes Against Children (ICAC)
Digital Forensics Unit (DFU)

M esa Police Department

3. Evidence Disposition
Description GRIBBLE

For 26321  Printed On Aug-29-2024 (Thu.)



. GO# ME 2020-201280331
Mesa Police Department

Unfounded
PUBLIC RECORDS REQUEST

(PORNOGRAPHY/OBSCENE MATERIAL)

Margaret Keith

From: Emily Gribble

Sent: Monday, June 22, 2020 12:46 PM

To: PDDispoAdmin

Cc: PDDispoAdmin

Subject: Re: Property Released DR #2020-201280331

No it’s not PD property and it can be returned to owner.

Thanks!!

From: PDDispoAdmin <PDDispoAdmin@MesaAZ.gov>

Sent: Monday, June 22, 2020 12:39:22 PM

To: Emily Gribble <Emily.Gribble@MesaAZ.gov>; PDDispoAdmin <PDDispoAdmin@MesaAZ.gov>
Cc: PDDispoAdmin <PDDispoAdmin@MesaAZ.gov>

Subject: RE: Property Released DR #2020-201280331

Just one more question, wanted to confirm that the Disk Drives ACO Red thumbdrive isn't PD property. Please
let me know if this shouldn’t go back.

Thanks~

Mavrgaret Keith

Evidence
Mesa Police Department
480-644-6083

b% Please consider the environment before printing this email

From: Emily Gribble <Emily.Gribble@MesaAZ.gov>
Sent: Monday, June 22, 2020 11:32 AM

To: PDDispoAdmin <PDDispoAdmin@MesaAZ.gov>
Cc: PDDispoAdmin <PDDispoAdmin@MesaAZ.gov>
Subject: Re: Property Released DR #2020-201280331

Hello,
Yes all items can go to either Axel or Mariana. Axel will most likely be the one to pick items up.
Much Thanks!
From: PDDispoAdmin <PDDispoAdmin@MesaAZ.gov>
Sent: Monday, June 22, 2020 11:29:56 AM
To: Emily Gribble <Emily.Gribble @MesaAZ.gov>

Cc: PDDispoAdmin <PDDispoAdmin@MesaAZ.gov>
Subject: RE: Property Released DR #2020-201280331

Hi Emily,

For 26321  Printed On Aug-29-2024 (Thu.)



. GO# ME 2020-201280331
Mesa Police Department

Unfounded
PUBLIC RECORDS REQUEST

(PORNOGRAPHY/OBSCENE MATERIAL)

RMS only allows us to enter in one name for the property. | can put remarks in for the 2" name but it won't
appear when we're searching. Who do you believe is more likely to come pick up the items?
Just to confirm, all items on this case can go to either Axel or Mariana?

Thanks,

Margaret Keith

Evidence
Mesa Police Department
480-644-6083

b% Please consider the environment before printing this email

From: Emily Gribble <Emily.Gribble@MesaAZ.gov>
Sent: Friday, June 19, 2020 9:08 AM

To: PDDispoAdmin <PDDispoAdmin@MesaAZ.gov>
Subject: Property Released DR #2020-201280331

Hello,

All of the property items can be released to owners for DR# 2020-201280331. | believe the owners have may picked up
some items already, but not all.

The owners are:
Axel Orlando Malpica Berrios

DOB S—
|
OLN—

Mariana Janay Cedeno

DOB g
]
OLN I—

Detective Emily Gribble #21318

Internet Crimes Against Children (ICAC)
Digital Forensics Unit (DFU)

M esa Police Depar tment

4. Evidence - Trouble Report Form

Description GRIBBLE

Reference Number ME26952-1,2,3

For 26321

Printed On Aug-29-2024 (Thu.)



GO# ME 2020-201280331

Mesa Police Department Unfounded

PUBLIC RECORDS REQUEST
(PORNOGRAPHY/OBSCENE MATERIAL)

Cipriana Gonzalez

From: Cipriana Gonzalez

Sent: Tuesday, May 26, 2020 1:51 PM
To: Emily Gribble

Subject: FW: RMS Trouble Report Form

You are able to change this next time on you own. |did notice that item ME26952-3 Is missing a description. You
will need to do a trouble report to request a description be added.

Cipriana Gonzalez #18885
Evidence Section
(480) 644-6082

From: RMS Trouble Report Form - Do Not Reply - 5/26/2020 1:25:25 PM
<RMSTroubleReportForm_NoReply@mesaaz.gov>

Sent: Tuesday, May 26, 2020 1:25 PM

To: PDEvidence <PDEvidence@MesaAZ.gov>

Subject: RMS Trouble Report Form

City of Mesa Police Department Web Request
Date: 5/26/2020 1:25:25 PM

To: pdevidence@mesaarizona.onmicrosoft.com

Cc:

From: RMS Trouble Report Form - Do Not Reply
Subject: RMS Trouble Report Form

Please create a SMART Ticket for this issue before you start working on it, so there is a record
of any changes you made.

Employee ID: 21318

DR Num: 2020-201280331
First Name: Emily

Last Name: Gribble

Phone Number: I

Workstation ID:

Shift Worked: Tues-Fri 0600-1600
Problem Type: Evidence/Property
Problem Topic: Modify Information On Voucher

Problem Description:

Hello, I have 3 items under DR #2020-201280331 that are listed as "No" status for evidence that need to
be changed to "Yes". These 3 property IDs are: ME26952-1, ME26952-2 and ME26952-3. Much Thanks!
Emily

For 26321  Printed On Aug-29-2024 (Thu.)



. GO# ME 2020-201280331
Mesa Police Department

Unfounded
PUBLIC RECORDS REQUEST

(PORNOGRAPHY/OBSCENE MATERIAL)

5. Evidence - Trouble Report Form
Description GRIBBLE
Reference Number ME26952-3
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GO# ME 2020-201280331

Mesa Police Department Unfounded

PUBLIC RECORDS REQUEST
(PORNOGRAPHY/OBSCENE MATERIAL)

Cipriana Gonzalez

From: RMS Trouble Report Form - Do Not Reply - 5/26/2020 2:05:02 PM
<RMSTroubleReportForm_NoReply@mesaaz.gov>

Sent: Tuesday, May 26, 2020 2:05 PM

To: PDEvidence

Subject: RMS Trouble Report Form

City of Mesa Police Department Web Request
Date: 5/26/2020 2:05:02 PM

To: pdevidence@mesaarizona.onmicrosoft.com

Cc:

From: RMS Trouble Report Form - Do Not Reply
Subject: RMS Trouble Report Form

Please create a SMART Ticket for this issue before you start working on it, so there is a record
of any changes you made.

Employee ID: 21318

DR Num: 2020-201280331
First Name: Emily

Last Name: Gribble

Phone Number: _

Workstation ID:
Shift Worked: Tues - Fri, 0600-1600
Problem Type: Evidence/Property

Problem Topic:
Modify Property Information (Property Attached To Voucher)

Problem Description:

Hello, Property ID #ME26952-3 for DR #2020-201280331 is missing a property description. Can you
please add "ACO thumbdrive" as the description. Much Thanks, Emily

6. Evidence - Trouble Report Form
Description GRIBBLE
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GO# ME 2020-201280331

Mesa Police Department Unfounded

PUBLIC RECORDS REQUEST
(PORNOGRAPHY/OBSCENE MATERIAL)

Rhonda Thomas

From: RMS Trouble Report Form - Do Not Reply - 6/5/2020 10:00:25 AM
<RMSTroubleReportForm_NoReply@mesaaz.gov>

Sent: Friday, June 05, 2020 10:00 AM

To: PDEvidence

Subject: RMS Trouble Report Form

City of Mesa Police Department Web Request
Date: 6/5/2020 10:00:25 AM

To: pdevidence@mesaarizona.onmicrosoft.com

Cc:

From: RMS Trouble Report Form - Do Not Reply
Subject: RMS Trouble Report Form

Please create a SMART Ticket for this issue before you start working on it, so there is a record
of any changes you made.

Employee ID: 21318

DR Num: 2020-201280331
First Name: Emily

Last Name: Gribble

Phone Number: [ ]
Workstation ID:

Shift Worked: 1400-0000, Tues-Fri
Problem Type: Evidence/Property

Problem Topic:
Modify Property Information (Property Attached To Voucher)

Problem Description:

Hello, Item #ME26959-1 is missing a description. Could you please add "DVD" as the description. Much
Thanks! Emily
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. GO# ME 2020-201280331
Mesa Police Department

Unfounded
PUBLIC RECORDS REQUEST

(PORNOGRAPHY/OBSCENE MATERIAL)

REPORT INFORMATION

Property Report # 26959
Case Status EVIDENCE/SEIZED
Submitted On MAY-26-2020 (TUE.) By GRIBBLE, E. (21318) (.)

RELATED EVENTS
Offense GO ME 2020 - 201280331

Related ltems 12

ARTICLES - EVIDENCE

Status EVIDENCE/SEIZED
Tag # ME26959 - 1
Article RCDISC- RADIO, TV, AND SOUND ENTERTAINMENT DEVICES
Make MAXWELL
Color PNK
# Of Pieces 1
Serial #1 UNKNOWN
Description DVD
Flags DISPOSED, EVIDENCE
Current Location (DISPOSED)

ARTICLES - EVIDENCE

Status EVIDENCE/SEIZED
Tag # ME26959 - 2
Article OTELEPH- OFFICE EQUIPMENT
Make SAMSUN
Color BLU
# Of Pieces 1
Serial #1 UNKNOWN
Description T-MOBILE FLIP PHONE W/CHARGER
Flags DISPOSED, EVIDENCE
Current Location (DISPOSED)

ARTICLES - EVIDENCE

Status EVIDENCE/SEIZED
Tag # ME26959 - 3

Article DLAPTOP- DATA PROCESSING EQUIPMENT
Make ACER

For 26321  Printed On Aug-29-2024 (Thu.)



. GO# ME 2020-201280331
Mesa Police Department

Unfounded
PUBLIC RECORDS REQUEST

(PORNOGRAPHY/OBSCENE MATERIAL)

Color

Model

Serial # 1
Description
Flags

Current Location

DBL
ASPIRE
LXPJB02109944011CA2000
ACER LAPTOP

DISPOSED, EVIDENCE
(DISPOSED)

# Of Pieces 1

ARTICLES - EVIDENCE

Status

Tag #

Article

Make

Color

Model

Serial #1
Description
Flags

Current Location

EVIDENCE/SEIZED

ME26959 - 4

RDMMDEV- RADIO, TV, AND SOUND ENTERTAINMENT DEVICES
APPLE

WHI

IPAD - A1432

F4KIMVBDF197

IPAD W/BLACK OTTERBOX CASE
DISPOSED, EVIDENCE
(DISPOSED)

# Of Pieces 1

ARTICLES - EVIDENCE

Status

Tag #

Article

Make

Color

Model

Serial # 1
Description
Flags

Current Location

EVIDENCE/SEIZED

ME26959 - 5

RDMMDEV- RADIO, TV, AND SOUND ENTERTAINMENT DEVICES
LG

BLK

V496

359211063616668

LG TABLET W/BLACK PURE GEAR CASE
DISPOSED, EVIDENCE

(DISPOSED)

# Of Pieces 1

ARTICLES - EVIDENCE

Status

Tag #
Article
Make

# Of Pieces
Serial # 1
Description
Flags

EVIDENCE/SEIZED

ME26959 - 6

RCDISC- RADIO, TV, AND SOUND ENTERTAINMENT DEVICES
PHILLI

2

UNKNOWN

PLAIN DVD IN CLEAR CASE & PHILLIPS DVD IN "BOBOLOGY" CASE
DISPOSED, EVIDENCE

For 26321

Printed On Aug-29-2024 (Thu.)



Mesa Police Department

PUBLIC RECORDS REQUEST
(PORNOGRAPHY/OBSCENE MATERIAL)

Current Location

(DISPOSED)

ARTICLES - EVIDENCE

Status

Tag #

Article

Make

Color

Model

Serial #1
Description
Flags

Current Location

EVIDENCE/SEIZED
ME26959 - 7

RDMMDEV- RADIO, TV, AND SOUND ENTERTAINMENT DEVICES

APPLE
BLK

IPAD A1489

FOFS4074FCM5

IPAD W/BLACK SURVIVOR CASE
DISPOSED, EVIDENCE
(DISPOSED)

ARTICLES - EVIDENCE

Status

Tag #

Article

Make

Color

Model

Serial # 1
Description
Flags

Current Location

EVIDENCE/SEIZED
ME26959 - 8

OTELEPH- OFFICE EQUIPMENT
MOTORO

GRY

1880

UNKNOWN

NEXT FLIP PHONE W/BLACK CASE
DISPOSED, EVIDENCE
(DISPOSED)

ARTICLES - EVIDENCE

Status

Tag #

Article

Make

Color

# Of Pieces
Serial # 1
Description
Flags

Current Location

EVIDENCE/SEIZED

ME26959 - 9

DDISK- DATA PROCESSING EQUIPMENT
DANE-ELEC

BLU

1

GHO0618062FH0620PB

256 MB SD CARD

DISPOSED, EVIDENCE

(DISPOSED)

# Of Pieces 1

# Of Pieces 1

For 26321
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GO# ME 2020-201280331

Mesa Police Department Unfounded

PUBLIC RECORDS REQUEST
(PORNOGRAPHY/OBSCENE MATERIAL)

ARTICLES - EVIDENCE

Status

Tag #

Article

Make

Color

# Of Pieces
Serial # 1
Description
Flags

Current Location

EVIDENCE/SEIZED
ME26959 - 10

RCDISC- RADIO, TV, AND SOUND ENTERTAINMENT DEVICES
SONY & MAXWELL

GLD

2

UNKNOWN

GOLD SONY DVD & SILVER DVD LABELED "MARIANA"
DISPOSED, EVIDENCE

(DISPOSED)

ARTICLES - EVIDENCE

Status

Tag #

Article

Make

Color

# Of Pieces
Serial # 1
Description
Flags

Current Location

EVIDENCE/SEIZED
ME26959 - 11

RDISC- RADIO, TV, AND SOUND ENTERTAINMENT DEVICES
SONY

PNK

1

UNKNOWN

CD LABELED "DANNY" IN PURPLE CASE

DISPOSED, EVIDENCE

(DISPOSED)

ARTICLES - EVIDENCE

Status

Tag #

Article

Make

Color

# Of Pieces
Serial #1
Description
Flags

Current Location

EVIDENCE/SEIZED
ME26959 - 12

DDISK- DATA PROCESSING EQUIPMENT
KINGST

BLK

1

31113007A00LF

8GB SD CARD

DISPOSED, EVIDENCE

(DISPOSED)
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. GO# ME 2020-201280331
Mesa Police Department

Unfounded
PUBLIC RECORDS REQUEST

(PORNOGRAPHY/OBSCENE MATERIAL)

REPORT INFORMATION

Property Report # 27893
Case Status EVIDENCE/SEIZED
Submitted On JUN-03-2020 (WED.) By GRIBBLE, E. (21318) (.)

RELATED EVENTS
Offense GO ME 2020 - 201280331

Related Iltems 1

ARTICLES - EVIDENCE

Status EVIDENCE/SEIZED

Tag # ME27893 -1

Article OTELEPH- OFFICE EQUIPMENT
Make APPLE

Color BRZ

Model XS MAX # Of Pieces 1

Serial #1 F2LYVMYFKPHF
Description APPLE IPHONE W/BLACK OTTERBOX CASE
Flags DISPOSED, EVIDENCE
Current Location (DISPOSED)
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Related Attachment - Lab Results - Crime Scene

Description LAB RESULTS - CRIME SCENE
Reference Number 15415
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Mesa Police Department GO# ME 2020-201280331

MESA POLICE DEPARTMENT
FORENSIC SERVICES

133 N. Morris, Mesa, AZ 85201

CRIME SCENE UNIT FSS052120-0058-0001

FIELD PROCESSING REPORT OO0 OO
ZC2B45RUON59Q5

MESA PD CASE NUMBER: 2020201280331

130 N. Robson
Mesa, AZ 85201

OFFENSE
SEARCH WARRANT
REQUESTING PERSON DATE & TIME DISPATCHED DATE & TIME ARRIVED DATE & TIME CALL FINISHED
E. GRIBBLE 21318 05/21/2020 07:05:00 05/21/2020 07:45:00 05/21/2020 11:15:00
ADDRESS OR LOCATION RESPONDED TO
|
TOTAL NUMBER OF DATE LATENTS TOTAL NUMBER OF DIGITAL
LATENT LIFTS SUBMITTED IMAGES
395
NAME TYPE NAME: LAST, FIRST, MIDDLE DATE OF BIRTH
NARRATIVE
SYNOPSIS

On the listed date and time, | arrived on scene at | - " reference to a Search Warrant. Upon arrival, |
met with Sgt. Lien 15730 and Det. Noriega 16257 who informed me that Det. Gribble 21318 would be the case agent for
this call.

Sgt. Lien requested that | photograph the overall condition of the residence at the commencement of the search warrant,
items of interest as indicated by the detectives, and the overall condition of the residence at the conclusion of the search
warrant. He stated that the detectives would be collecting the evidence.

SCENE EXAMINATION AND/OR OBSERVATION

Upon initial inspection, | observed the residence was a single-story home with a two-car garage. The garage door and front
door were open upon my arrival.

5/21/2020
Christine A Loewenhagen, Senior Crime Scene Specialist, 15415 Date

a

Technical Review: 20597

06/07/2020

a

Administrative Review:
06/07/2020

20597

AN ANAB ISO/IEC 17025 ACCREDITED FORENSIC TESTING LABORATORY Page 1 of 3
DPM 3.4.5F3 REV 7/15/2019
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Mesa Police Department GO# ME 2020-201280331

MESA POLICE DEPARTMENT
FORENSIC SERVICES

CRIME SCENE UNIT LAB CASE NUMBER: FSS052120-0058-0001
FIELD PROCESSING REPORT CASE NUMBER: 2020201280331
CONTINUED

Upon entering the residence, | observed it comprised of an empty front room, a kitchen with attached dining area, a living
room/gaming room, a toy storage room, an add-on “mother/father-in-law suite”, a master bedroom with attached master
bathroom and closet, a hallway linen closet, a hallway bathroom, two little children bedroom <) and one
young adult's bedroom.

Det. Noriega directed my attention to the following in the following rooms:
Master Bedroom

Two thumb drives, a cell phone and a tablet in the top dresser drawer (#1-4)

Two DVD's in bottom drawer of side table (#14)

Laptop in laptop bag next to bedroom door (#15)

Two tables in tall dresser/cabinet (#16-17)

DVD (previously in plastic bag) on ground next to bedroom door (#18)

Florida Driver License, multiple pieces of paperwork and a Social Security Card (photographed for indicia purposes)

“Mother/Father-in-Law Suite”

Two cell phones in bottom drawer to bathroom vanity (#5-6)
Cell phone on side table in bedroom (#7)

Living Room/Gaming Room

Single DVD in top shelf of entertainment cabinet (#8)
Two DVD's in bottom shelf of entertainment cabinet (#9)
Cell phone in top drawer of desk (#12)

Camera in bottom drawer of desk (#13)

5/21/2020
Christine A Loewenhagen, Senior Crime Scene Specialist, 15415 Date

a

Technical Review:
06/07/2020

20597

a

Administrative Review: 20597
06/07/2020
AN ANAB ISO/IEC 17025 ACCREDITED FORENSIC TESTING LABORATORY Page 2 of 3
DPM 3.4.5F3 REV 7/15/2019
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Mesa Police Department GO# ME 2020-201280331

MESA POLICE DEPARTMENT
FORENSIC SERVICES

CRIME SCENE UNIT LAB CASE NUMBER: FSS052120-0058-0001
FIELD PROCESSING REPORT CASE NUMBER: 2020201280331
CONTINUED

I Bedroom

Camera in next to bottom dresser drawer (#10)
Tabled in bottom dresser drawer (#11)

PHOTOGRAPHY

| took digital photographs the overall condition of the residence at the commencement of the search warrant, items of
interest as indicated by the detectives, and the overall condition of the residence at the conclusion of the search warrant.

FORENSIC PROCESSING

N/A

EVIDENCE COLLECTION

N/A

ADDITIONAL INFORMATION

N/A
ADDITIONAL LOCATION
N/A end
5/21/2020
Christine A Loewenhagen, Senior Crime Scene Specialist, 15415 Date
Technical Review: '| 20597
06/07/2020
Administrative Review: '| 20597
06/07/2020
AN ANAB ISO/IEC 17025 ACCREDITED FORENSIC TESTING LABORATORY Page 3 of 3
DPM 3.4.5F3 REV 7/15/2019
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Mesa Police Department GO# ME 2020-201280331

CHAIN OF CUSTODY REPORT
LAB CASE NUMBER: FS$S052120-0058
CASE NUMBER: 2020201280331

PIN From Agency PIN To Agency Date/Time
Subm #: Prop ID #:
[1 No Transfer Activity 0 [ 0O

Page 1 of 1
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Mesa Police Department GO# ME 2020-201280331

CRIME SCENE UNIT Mesa PD Forensic Services

All images are formatted to fit this report and are distorted LAB CASE NUMBER: FS§5052120-0058-0001
Notes and Images CASE NUMBER: 2020201280331

Image Name: Image Added By: Image Added on:
05/21/2020 - field note Loewenhagen, Christine 5/21/2020 11:13:03AM

Page 1 of 1
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Related Attachment - Miscellaneous Attachment

Description SEARCH WARRANT AFFIDAVIT - CELLPHONE
Reference Number
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Mesa Police Department GO# ME 2020-201280331

“0: |IACOURT Page2of8 2020-05-27 11:02:09 PDT 14809072662 From: CAFV 1
To: Page1of? 2020-05-27 10:19:49 PDT 14809072662 From: CAFV 1

DR# 2020-201280331
MESA POLICE DEPARTMENT
CITY OF MESA, ARIZONA

AFFIDAVIT FOR SEARCH WARRANT

COUNTY OF MARICOPA, STATE OF ARIZONA

No. 2,@2\) = DO““H

YOUR AFFIANT: Detective Emily Gribble #21318, a peace officer in the State of Arizona, being first
duly sworn, upan oath, deposes and says: That on or about the 6th day of May, 2020, in the County
of Maricopa, State of Arizona, the crime of Sexual Exploitation o i R.S. 13-3553.A2, a class
2 Felony was committed by Axel Qrlande Malpica Berrios DOB: WM, 5'11, 210 Ibs, black
hair, brown eyes.

THAT THE AFFIANT has probable cause to bhelieve that:
] on the person(s) of:

[[] on the premises known as:

] in the vehicle(s) described as:
< in the property described as: Cellular phone listed below, which is currently in Mesa Police
custody:

1. Bronze Apple IPhone, Serlal #F2LYVMYFKPHF
- With phone number 3562-304-2330

in the City of Mesa, County of Maricopa, State of Arizona, there is now being possessed or concealed
certain property or things which:

[ were stolen or embezzled.

= were used as a means for committing a public offense.

] (Clis [(Jare being possessed with the Intent to use as a means for committing a public offense.

] [is [(are in possession of fo whom it was delivered for the purpose of concealing it or
preventing it from being discovered.

X constitutes evidence tending to show that a pupli e has been committed, or tending to
show that Axel Orlando Malpica Berrios DOB: Ehas [_]have committed the
offense.

L] may be searched and inspected in the interest of the public health, safety, or welfare as a part
of an inspection program authorized by law.

] is a person being sought who is the subject of an outstanding arrest warrant.

] is the subject to a seizure for forfeiture pursuant to A.R.S. 13-4305 and A.R.S.

that said property or things are described as follows:

1. Any and all electronic information stored on cellular phones, tablets and computers; including
but not limited to electronic address books and call records, text messages, photographs taken
and photographs transmitted via cellular phone, and other electronic information within cellular

phones, tablets and computers which could contain data as to ownership of the devices and
MPD 081{F) Revision Date; 12/11
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Mesa Police Department GO# ME 2020-201280331

0 IACOURT Page3cfB 2020-05-27 11:02:08 PDT 14809072662 From: CAFV 1
To. Page2of7 2020-05-27 10:19:48 PDT 14809072662 From: CAFV 1

the phone number subscribed to the phone, as well as thase contacted using the devices,
applications used by the phones and devices and applications used to communicate using the
phones and devices and any communications transmitted via applications on the phones and
devices, during the commission of the listed offenses.

That the following facts establish probable cause for believing that grounds for issuance of a search
warrant for the aforementioned items exist:

REGULAR INFORMATION

Your Affiant has beean a police officer since 2007. Your Affiant was employed with the Seatlle (WA)
Police Department from 2007 — 2016, During that time Your Affiant was assigned as a detective with
the Internet Crimes Against Children Unit in 2015 investigating crimes dealing with the possession,
distribution and manufacturing of child pornography. Your Affiant has attended basic training as it
pertains to investigations of internet crimes. Your Affiant is currently employed with the Mesa Police
Department since May 2016. Your Affiant has participated in the execution of various search warrants
with numerous detectives and agents that work in the field of digital crimes against children. Your
Affiant is currently assigned fo detective with the Digital Forensics/internet Crimes Against Children
Unit,

The facts in this affidavit come from my personal obsetvations, my training and experlence, and
information obtained from other agents and witnesses. This affidavit is intended {o show merely that
there is sufficient probable cause for the reguested warrant and does not set forth all of my
knowledge about this matter.

THE INVESTIGATICON

On 5/6/2020 [ received this case for review and investigation. | spoke to Witness Dan Caputo with
Northland Polygraph, a business that conducts polygraph testing in Arizona. Dan is the owner of this
husiness and a polygraph examiner. Dan explained o me a pastor of a church in the East Valley area
reached out to him regarding a polygraph exam. The pastor explained he was working with a couple,
husband and wife, in his church that wets receiving marital counseling through him. Issues of possible
infidelity were discussed and concerns of the husband viewing pornography. The couple both agreed
to go through a polyaraph exam, which is why Dan was sought out.

On Tuesday, 5/5/2020, Dan was briefly in contact with the wife, Mariana, via text message {o discuss
scheduling of the polygraph.

On Wednesday, 5/6/2020, Mariana started emailing (from emai[_ Ban

pornographic matesial that she found on her husband's device as information to discuss for the
polygraph exam. These files were in a Google Pholos account and contained multiple adult
pomography images. Mariana also ernailed Dan suspected child pornography images that were
found in this Google account. Upon receiving this, Dan reported the suspected child pomography to
law enforcement.

At this puoint Dan had limited information on Mariana and har husband. Marlana said her husband'’s
name was Axel Malpica and that they live in Mesa. They also have two children together. Mariana did
not have concern that their children were in danger and made no mention that they were the children
in the files.
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correlating bithdays and Diiver's License information. O ‘Mariana Cedeno” wag "‘Mariana
Janai Cedeno _ with an AZ Driver’s Licenseg and an address of_

{ then ran the name "Mariana Cedeno” through the National Crime Information Center (NCIC) and
and Arizona Motor Vehicle Division (MVD). Two names of “Mariana Cedeno” showed up with their

| checked MVD if any vehicles were registered to Mariana. License plate AZ-AXJ3590 was a white
2015 BWM 320 car that was registered to Marina. License plate AZ-CFSB460 was a 2010 blue
Dodge Ram 1500 truck. This truck was registered to Mariana and Axel Qrlando Malpica Berros DOB:
then ran Axel's information through the National Crime Inforgat (NCIC) and
Arizona Motor Vehicle Division (MVD). Axel had an AZ Driver's LicenseMith the sama

address as Mariana, | helieve this was Mariana's husband,

Utilizing an undercover account, | logged onto Facebook and looked for “Mariana Cedeno”. | found a
profite for “Mariana Malpica Cedenag™. Many of Mariana's photos and posts were publicly viewable. A
post Mariana made on April 1, 2020 she referenced being a business owner for 2 years and
mentioned her husband “Axel Malpica” in this post. The photos Mariana had on her account were of
her husband Axel and their two sons. The photos of Axel on Mariana’s Facebook page matched the
MVD photo of Axel Crlandc Maipica Berrios DOB;

On 5/8/2020 Dan arrived at my office and provided me with the emails and files that Mariana had sent
him.

The images and videos Mariana had sent Dan were taken from the perspective of Mariana recording
a tablet screen with her own phong. The device that Martana was recording, of the Gooegle account
with the confraband files, appeared to be a black Samsung tablet.

One of the videos on the tahlet was a 9 second videc of Axel that he appeared to take of himself, as
his one arm is extended as if holding a videorecording device. This “selfie” video is of Axel sitting in a
garage taking a video of himself in front of a jet ski saying, “This is me."

Another video/recording is about 15 seconds in length, and it is of Mariana scrolling through a photo
roll of multiple images of adult pomography. While Mariana is scrolling through these photos she
says, "Babe, why when | go to log in to Elijah's aceount and there’s another account there. And it
says (she says something aiong the lines of "ying dow’) meaning you created another account.
Serlously? What is all this?”

Mariana also sent still images of the files in the Google photos account album. Most of these photos
were of adult pornography, some appearing with a recent date of April 2020. There were also multiple
photos of Axel in these photo albums. There were some up-ciose images of an adult male's erect
penis. tn one of the pictures of an aduit male’s erect penis, there was a light-colored dresser in the
background underneath a tv screen. Mariana told Dan in her email referencing this photo, “This is the
picture with our new furniture in the background. That | never received from him but he says he was
going to sent it to me but decided lo "delete” it.” There were no other male's faces depicted in any of
the other photos in the albums, appearing that this Google Photos account only belonged to Axel.

in one of the emails Mariana sent Dan, she told him she also found child pornography. One of the
images Mariana sent was an 8 picture collage of a young girl. There were 3 photos in the first column
of the collage, 3 photos in the middle column and 2 in the last colummn. These series of photos appear
to be of the same little girl.
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The top image in the first column Is a focused perspective of a girl's genitaila area. The girl is lying on
her back on a blue blanket and has her [egs spread open. The girl is inserting a sex toy into her
vagina. The girl's hips are narrow her legs are small in size.

The middle image in the first column is of a naked small girt with dirty bionde hair with bangs. The girl
is lying on her back on a2 biue blanket and she has her knees bent up towards her shoulders. The little
girl is taking her hands and spreading open her genitalia tissues, fully exposing her vagina and anus.
The girl's vagina is underdeveloped and she has no pubic hair. The gir has no breast deveiopment
and her face is round and child-like. The focus of this image is on the girl's exposed genitalia.

The bottom image in the first column is a close-up phote of a small girl's vagina and anus. The girl is
lying on her back on a biue blanket. The gitl's legs are spread open, exposing her vagina and anus,
There is a creamy whife mucous substance on her vagina and anus, appearing to be semen. The
girt's vagina is underdeveloped and she has no pubic hair.

The top image in the middle column is another close-up of a small girl's vagina and anus. The girt is
lying on her back, her legs are spread open, exposing her vagina and anus. The girl's vaginal tissues
appear red in color and irritated. There is a creamy white mucous substance on her vagina. The girl's
vagina is underdeveloped and she has no pubic hair.

The middle image in the middle column iz of a naked small girl with dirty bionde hair, The gir is lying
on het back on a biue/gray blanket, her legs are spread open and she has her knees bent up towards
her shouiders. There is an adult male’s erect penis near the gird’s vagina, seeming 1o insinuate he is
going fo insert it in her, The girl's body is small In size and she has no breast development. The girl
has round cheeks and a small chin and nese, appearing very child-like,

The bottom image in the middle column is of a smali girl with dirty blonde hair and bangs. This image
iz a close up of a girt performing oral sex on an adult male’s erect penis. The gid is using her hands to
hold the penis fo her mouth. The girl's fadial features are small and her hands are small in size
compared to the male’s erect penis.

The top image in the last column is of a small girl with dirty blonde hair and bangs lying on her back
on a blue blanket. The girl is wearing a red dress that is pulled up, exposing her vagina. The girl's
head is turned to the side and she is performing oral sex on an adult male's erect penis. The girl is
using her hands to hoid the penis to har mouth. The girl's facial features are small and her hands are
small in size compared to the male’s erect penis. The girl's legs are small in size and her vagina is
underdeveloped.

The bottom image in the fast column is of a small girt wearing a red dress and lying on her back on a
biug blanket. The girl's dress is pulled up to her chest, exposing her vagina and anus. The gitl's legs
are spread open and her knees are bent upwards. The girl's vaginal tissues appear red in color and
irritated. The girl's vagina is underdeveloped and she has no pubic hair. Her hips are narrow and her
body is small in size.

RBased on the series of these photos and features of the girl portrayed, | believe this girl is under the
age of 8.

These images are a viclation of Sexual Exploitation of a Minor — ARS 13-3553A2.
On 5/21/2020 a regj il warrant (SW #202000-6752) was served on Axel Orlande Malpica Berrios'
house located at 0 seize electronic storage devices and other
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materials pertaining to the possession of depictions of minors engaged in sexually explicit conduct.
During the service of this search warrant it was found that Axel Orando Malpica Berrios was not at
the residence, but was at his place of work in Casa Grande, Myself and fellow officers went to Axel
Orlando Malpica Berrios' workplace located at 825 W Beechcralt Sf Casa Grande to interview him
and seize his cellphone.

| interviewed Axe! Orlando Malpica Berrios in a private office at his workplace. Under Miranda, Axel
Qrlando Malpica Berrios provided me with his Google account that was associated with the adult
pornography and child pornography files in reference o this case. This account was
wdelbambino1@gamail.com. Axel Orlando Malpica Berrios further told me no cne else has access to
this account, that he knows of. Axel Orlando Malpica Berrios claimed he does net know how the
pornography files got into his account and he believes Google somehow synced, and placed, those
files and folders into his account.

Axel Orlando Malpica Berrios' cellphone was seized from his workplace and he provided the
passcode of #110707. The interview with Axel Orlando Malpica Berrios cencluded and he returned to
work,

This search warrant is requested to extract data fram Axel Orlando Malpica Berrios' celiphone to
obtain evidence related to this investigation. The device listed is in Your Affiant's possession.

Wherefore Affiant requests that a search warrant be issued commanding that a search be made of
the premise/items described herein for the data herein described, and that the same be retained in
the custody of the Affiant or in the custody of the agency which affiant represents and dispesed of

according to law, pursuant to A.R.S. §§ 13-3911 and 13-3025,

Respectfully Submitted,

.

AFFIANT: Detective Emily Gribble #21318

Mesa Police Department
LAW ENFORCEMENT AGENCY

\ :
.
SUBSCRIBED AND SWORN to before me this 9/{ day of M(L , 2020,

JUDGE, JUSTive ur 1nc reAacve, mAGISTRATE

orthe OR Court
MARICOPA COUNTY SUPERIOR COUR
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DR# 2020-20128030
MEZA POLIGE DEPARTMENT
GITY OF MESA, ARIZONA

AFFIDAVIT FOR SEARCH WARRANT

COUNTY OF MARICORA, STATE OF ARIZONA

No. 200 Gcﬂidcg

YOUR AFEIANT: Delectlve Emily Gribble #21318, a paace officer in the State of Avlzona, being first
duly sworn, upon oath, deposes and says. That on or about the 6th day of May, 2020, in the County
of Maricopa, State of Avlzona, tha crime of Sexual Exploitation of & Minor, A.R.§. 13-3553.A2, a class
2 Felany was commilted by Axal Qrlando Malpica Berres DOB: I WM, 511, 210 Ibs, black
halr, beaiwn eyes,

|

THAT THE AFFIANT has probable ceuse to believe that:
] on the person(s) of:
B9 on tha pramisee known as:

1. Google LLC
1600 Amphitheatre Parkway
Mouritain View, CA 24043

] in the vehicle(s) described as:
1 in the property described as:

i the City of Mountain View, County of Santa Clara, State of Catilornia, there Is now being
possessed or concesaled certsin praperty o things which:

1 were stolen or embezzled.

4 were Used az g means for camimitling & public offense, ‘

(] [Tlis [TJare being possessed with the Intent to use as & means for committing & public offense.

Llis [[Jare In possession of lo whom il was delivered for the purpose of concealing it or

preventing il from being discovered,

] constitutes evidense tending to show hat a public offense has hean commilted, o tending to
show that Axel Orlando Malpica Berrios DOB I hos (have committed the
offense.

1 may ba searched and Inspacted In the Interest of the public haalth, safety, or welfare s a part
of an inspection program authorized by law.

(] i& a parson being soughl who Is the subject of an outstanding arres! warrani.

] I the subject to a seizurs for forfeliure pursuant 1o AR.S. 13-4305 and A.R.E.

that said property or things are describad as follows:

1. From Goengle LLC, and for Gmail emeil address of deibembing] @gmail.com | am requesling
permission to search for and seize the f0llowing:

a. Subscrlbers nama
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b. Subscriber's address
¢. Length of service including start dale
d. Subscriber's telephone number, ingtrumen( number or other subscriber number or
identity, mcluding & temporarily assigned network's address
e, Subsgribers sdditional email account name(s)
f. Means and source of payment for such service (including any ¢redit card or banlk
aceount numibers)
g. Logs of Internel Proteeol fiom 1+1-2020 to 5-27-20%0
h. Contenis of all emall for the listed account as well as any associated emall accounts
from 1-1-2020 to 5-27-2020
f. Cantents of Google Drive & Google Photos account for the listed account as well as
any assoclaled accounts
. Conients of 2l related Ficasa photos and videos for the lisied account as well as any
associated atcounts
k. Any ather Information relaling to the identlty of the subscriber
That the: following facts establish probable cause for believing that grounds for issuance of a search
warrant for the aforementiconed lteras exist:
REGULAR INFORMATIGN
Your Affiant has beesn a police officer since 2007. Your Affiant was employed with the Seatlle (WA)
Pollea Department from 2007 — 2018, During that ime Your Afliant was assigned as a detective with
ihe Internet Crimes Againsl Children Unit in 2015 investigating crimes dealing with the possession,
digtribulion ang manufactuning of child pornography. Your Affiant has attended basic tiaining as it
peralns io Invastigatlona of Intarmet crimas. Your Affiant is curently amployed with the Mesa Police
Depariment since May 2016, Your Affiant has particlpated in the execution of various search warrants
with numerous detectives and agents that work In the fiald of digital crimes agalnst children. Your
Affiant is currently assigned to detactivis with the Digital Forensics/Internet Crimes Agalnst Children
Uni,
BACKGROUND
Besed on my training, experience and callaboration with ICATG detedctives, industry experts, academia
and other law enforcement parsannel, | know the following:

1. The davelopment of the computar has changed the way child erotlca (meaning materials or
ifems that are sexually arousing fo persons having & sexual interest in children but thal are ot
nacessarily obscene or do not necessarlly dapict minors in sexually explicit poses or positions)
and depictions uf children engaged in sexually expliclt conduct are distributed and children are :
victimized. The computer serves four functions in commection with depictions of childran f
angagad in sexually explicit conduct. These four functions Include: production,

" communications, distribution, and storage.
2
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5. E-nall consists of messages from one persoh to another that are electronically transimitted
through & user's eleclionic device. As opposed 1o letters sent via the postal service, e-mail
sends the messages instantaneously via thy Internet anywhere in the warld. Dua ta that fact
and e relatively low cost, emalls have become o very popular foym of cormmunication. in
addilion 1o writen messages which are generally sent In ematls, piclures, graphs, and olher
text Mlas can be attached to an enell message and sent as well.

3. All thal a computer ussy needs 1o do in order to use email i open up an emall account with
one of the many companles that provide emall service (e.g. Amertca On-Ling, Microsoft,
Comeast, Yahoo stc.). Once the account is set up, the user can choose the “narie” of his
omall addrass, which doeg nat have {o match (or sven relate o) identifying Information of the
user. Thus, the email address name by lizelf does nothing to identify the ownar of the email
address or the compaoser of the emall message. Neverthaless, often times the emall
messages themselves, contain information that efther directly or indirectly identifies tha

_camposer of Ihe smail message. Based on my training and experience Investigating
depictions of minars engaged in sexually expliclt conduct offensas, 1 know it I3 gomman for
colleciors of depictions of minors engaged In sexually axpllcit conduct to use multiple emall
accounts in order concesl their true identity and/or more easlly calegorize their collection
gooording io the type of material or source,

4. Individusls involvad 1 computerrelated crimes often use e-mail accounts te conduct both
crimlnal and non-criminal communications. Consequently, these emails can be a great source
of Inforrnation to help [dentify the sender and/or recipient of the measage. The abllity to viow
fhese e-mails Ly Investigating law enforcement often provides further Investigative leads
assist In idantifylng the parson of Interest,

Based upon my knowledge, experiencs, and tralning Ih depletions of minars engaged In gaxually
explicil conduct investinations, and the training and experience of other law enforcement officers with
whor ) have had discussions, | know that there are cevtain characteristics common (o individu als
involvad in depictions of minors engaged in sexually explicit conduct:

1. Those who pioduce, possess, receive and atternp! 10 receive depictions of minors engaged in
gexually explicit conduck may receive sexdal gratification, stimulalion, and saflsfaction fream
contact with childres: or froim fanlasies thay may have viewing childran engaged in sex.ial
activity o in gexually suggestive poses, sUch as In person, in photographs, or other visual
rmedia; or from literature describing such activity.

2. Those who produce, poasess, ecelve and atlempt to receive depictions of minors engagad in
sexually explicit conduct offen maintain their collections that are in a digital or electronis format
in & safe, secure and private envirenment, such as a computer and surrounding arsa. These
callections are often maintained for several years and are kept clase by, ususlly at the
individual's residence, 1o enable the collesior 10 view the collection, which is valued highly.

3. Thosa who produce, poszess, raceive and allempt to receive depiclions of minors engaged in
sexualty explicit condust also use online, remote, resources to retriave and atore depiclions of
minors engaged in sexually explicit conduct, including services offered by companies such as
Google, Yahoo, Appla, Amazon, and Dropbox, ameng athers. The online servicaes allow a
user to set up an account with a rerote computing servlee that provides email services and/oy
elgctronic storage of alectronic diles in any varety of formals. A user can set Up, and access,

_an online storage account from any computer or digital device with access {0 the Internet,
Bvidence of such ohiing storage of depletions of minors engaged in saxuaily expliclt conducl is

a
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often found ofi the user's computer or sinart phiene. Even in vases whete online storage Is
used, howevar. évidence of depltions of minors engaged in sexually expiicit conduct can be
found on & user's digia! device If that device is uzed to access e interned,

In light of the images possessed by the suspect described below, there s probable vause to believe
the suspsct has gathered files of minors engaged in sexually explicit conduct in their Google account.
Once identified, their devices and/or maedia will contain depictions of minors engaged In sexually
explicit conduct flles or indicia or prior possession or viewing wilf be digcoverable upon forensics
analysis of such devices,

THE INVESTIGATION

Oin B/6/2020 | received this case for review and investigation. | spoke to Wilhess Dan Caputo with
Morthland Polygraph, a business that condugls polygraph testing in Arlzona. Dan is the owner of this
business and a potygraph examiner. Dan explained to me a pastor of a church in the East Valley area
reached out to him regarding a polygraph exam. Tha pastor explained he was working with & couple,
husband and wife, in his church that was raceiving marilal counseling through him. lssues of possible
infidsfity were discussed and concerns of Lhe husband viewing pornography, The coupla both agreed
to go through a polygraph exam, which ts why Dan was sought cut.

On Tuesday, 5/5/2020, Dan was briafly in contact with the whe, Mariana, via text message (o discliss
scheduling of the polygraph.

On Wednesday, §/6/2020, Marlana started emailing (fiom amﬁil_ Dan

pornographlc material lhat she found en her husbiand’s device as information to dizcuss for the
polygraph exam. These files were in a Google Photos account and contained rmultiple adull
pornography images. Marlana also emalied Dan suspected child pornography images that were
found in this Google accaunt. Upon raceiving this, Dan reported the suspecled child pornagraphy to
law anfarcement,

At this paint Dan had limited infocmation on Mariana and her husband. Mariana said her husband's
name was Axel Malplca and that they live in Mesa. They also have two children fugether, Mariana did
not have concemn that their children wers in danger and made no mentlon that they were the children
in (he files.

| then ran the name “Mariana Gadeno” through the National Crirne information Center (NCIC) and
and Arizona Mator Vehigle Division (MVD). Two names of “Mariana Cedeno” showeid up with their

carrelating birthdays ver's License information. One of these *Mariana Cadene” wag Marlapa
el ith an AZ Driver's Licerse [ NG J =n address of

[ chacked MVD f any vahides wera registered fo Marlana. License plate AZ-AXJ3590 was a wlhilte
2015 BWM 320 car that way regislered to Marine, License plote AZ-CFSB460 was a 2010 blue
»Wm 1500 (ruck. This truck was registered to Mariana and Axal Orlando Malpica Berrios DOB:

Hlen ran Axel's infermetion through the National Crime Information Center (NGIC) and
Arizona Mator Vehidle Division (MYD). Axel had an AZ Drlver's Licensa_with he same
address as Mariana. | bellave this was Marlana's husband.
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Utilizlng an undercover aceount, | legged onto Facebook and looked for "Marana Cedena”. | found &
profile for "Mariana Malpica Cedeno”. Meiny of Mariane's photos and posts were publicly viewable. A
post Mariana made on April 1, 2020 sha referenced being a husiness ownet for 2 years and
mentionzd kher hustand "Axel Malpica” in thie post. The photos Martana had on her account wers of
her husband Axal and thelr twa sons. The photos of Axel on Mariana’s Fesebook page matched the
MV photo of Axel Orlando Malpica Berrios DOB:

On 5/8/2020 Dan arrived at my offica and provided me with the emails and files What Mariana had sent
him.

The images and vidsos Mariana had sent Dan weve taken from the perspective of Mariana recording
a tablel screen with her own phane. The device that Mariana was recording, of the Google account
with the contraband flles, appearad o be a black Samsung tablet.

One of the videos on the lsblel was a 9 second video of Axal that he appeared to take of himself, aa
his one arm 1s extended as If holding a video-recording device. This “sellis” video is of Axel siiting in a
garage taking a viden of himself In front of a jet skl saying, “This 13 me

Another video/recording is about 15 seconds In length, and it is of Marlana sorolling thraugh & photo
roll of multiple images of adult pornography, While Marfana is serolling through these photos sha
says, “Babe, wity when | go to log in to Elljah’s account and thera's anolhier account there. And il
says (she says something along the lines of “ying dow”) reaning you ereated anather account,
Serlously? What is all this?"

Mariana also sent st images of the flles In the Google photes account album. Most of those photos
wera of adult pormography, some appearing with a recenl date of April 2020. There were also multiple
photos of Axel in thesa phote albums. There were some up-close images of an adult male's erecl
penls. In one of the pictures of an adult male’s erect penis, there was & light-colored dresser in tha
hackground undérneath a lv sereen. Mariana told Dan in her email referencing thig pholo, “This i the
picture with our new furniture in the background. That | never received from him but he says he was
going 1o sent it to me hut decided to “delete” it.” There were no other mala's faces depicted in any of
the other pholes in the alburns, appeating that this Gaogle Phatos sccount only belonged to Axel.

I one of the emails Marizna sent Dan, she old hira she also found ehild pormography. One of the
images Marlaria sent was an & picture collage of & young girl. Thare ware 3 photos i the first calumn
of the caliage, 3 photos in the middle column and 2 in the last column. Thase series of pholos appear
{0 be of the game little ghl,

The top image in the first column is a focused perspective af a girl's genitalia area, The gid iz lying on
het Back on A hlue bianket and has her legs spread open. The girl is inserting a sex {oy into her
vagina. The gin's hips are narrow her legs are small in size.

The middie image in the Hrst columm i of a naked small girl with dirty blonde hair with bangs, The girl
is lying on her back on a blue blanket and she has her kneas bent up towards her shoulders, The littie
glrl is taking her hands and spreading open her qonitalia tigsues, fully exposing ber vagina and anus.
The gisl's vagine is underdeveloped and she has no pubic hair. The gid has no breast developmenl
and her face is round and child-like. The facus of this image is on the girl's exposad genltalia.

The battam Image in the first cofumn is a cloge-up phots of a small gl's vagina and anus. The gitl is
lying on her hack on a blue blanket, The gin's legs are spread open, axposing her vagina and anus.

5 .
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There |s a creamy while mucous substance on her vagina and anus, appearing to be semen. The
ghl's vagina is underdeveloped and she has no publs hair.

The top image In the middle colurmn is ancther cose-up of a small girl's vagina and anus, The gir is
lying an her back, her legs are spread open, exposing her vagina and anus. The gi's vaginal tissues
appear red [n color and iritated. There is a creamy white mucous substanice oin har vagina. The gicl's
vegina is underdeveloped and she has no pubic hair,

The middie mage In the middle colurn is of @ naked small gt wlth dirty blonde hair. The glrl ts lying
on her hack on a blue/gray blanket, her legs ore spread open and she has her kiiges benl up towards
her shoulders, Thera ie an adult male’s ereat penls near the girl's vagina, sesrmting te Insinuale ha is
going to insert itin her, The gir's body Is sinall in slze and she Hag no breast developrment. The glirl
has round cheeks and a smatl chin and nosea, appearing very child-like,

The bottom image in tha middle column Is of a smal! girl with dirty blonde halr and bangs. This Image
ia a close up of a girl perfoming oral sex on an adult mele’s erect penis, The girl fs using her hands to
hiotd (ke penis to her mauth, The gif's facial features are small and har bands are small in size
compared to the male's erect penis,

The top image In the last colurn is of a small girl with didy blonde Rair and bangs lying on her back
on a blue bianket, The nirl i wearing a red dress that ls pullad up, exposing her vagina. Tha gled's
haad Is turned to the side and she is performing oral sex on an adult male's erect penis. The glil s
using her hands 1o hold the penls (o her mouth. The girl's facial features are emall and her hands are
small In slze compared to the male's erect penls. The gir's legs are small in slze and her vaglna ls
underdevelopad.

The bottom image in the last calumn s of a small gin wearing a red dress and lying on her back on &
blue bianket, The girl's dress is pulled up to her chest, expoging her vagina and anus. The girl's iega
are apread open and her knees are bent upwards. The girl's vaginal tissues appeer red in color and
irmiated. The gif's vagina is underdeveloped and she has no puble halr. Her hips are narrow and her
body Is small in shze. :

Based ofi the series of these phintos and features of the girl portrayed, | belisve this gif is under the
age of B.

These Images are a violation of Sexusl Explottation of a Minor — ARS 13-3553A2.

Qn 5/21/2020 & rWO-B?ﬁZ) was served an Axel Orlando Malpica Berrios'
hotuse located at lo seize electronic storage devices and other
materials perlaining to the pessession of deplctions of minors engaged in sexually expliclt conduct,
During the service of this seacch warrant it was found that Axel Odando Malplca Benios was not at
the residencea, but was at his placa of work in Casa Grande, Myself and fellow officers wenl 1o Axel
Ohlande Maiplca Berrlos’ warkplace located ef 825 W Beecheraft 5t Casa Grande to nerview him
and seize his cellphene,

| intarviewed Axal Crlando Malpica Berios in a privale office at his workplace, Under Mirands, Axel
Oriando Melpica Berroes provided me with his Google aceount that was sssoclated with the adult
pornography and child parnegraphy files in relerence o lhis case, This account was

slebambino 1 @amail.com. Axel Orlando Malpica Berios further told me no one else has access 1o
this account, that he knaws of, Axel Ordando Malpica Berrios claimed he does not know how the

MR CEA{F) Feavision Date; 12111

For 26321  Printed On Aug-29-2024 (Thu.)



Mesa Police Department

GO# ME 2020-201280331

"To:

May. 27,2020 1:18FM

"0 (A COURT  Puage 8of 10

Page 7 of 8

No. 3490 P 8

2020-06-27 11:29:09 PDT
2020-05-27 11:07:0% POT

14R0S0726E2 Frorm: CAFY 1
14809072662 Frorn: CAFY 1

pomography files gof infe his ecount and he belleves Google somehow synced, and placed, those
files and folders o his accounl.

Wherasfore Afflamt requests thal a search warrani be issued comimanding that a search be made of
the prewmilsefitems described hereln for the dats hereln descebed, and thal the same be retained in
the custady of the Afant or in the custody of the agency which affiant represents and disposad of
according to [aw, pursuant o AR.5. §§ 13-3911 and 13-3925.

BGoogle LLC shall disclose responsive data, if any, by one of the following methods: Email:
emily, grlbhle@mesaaz.guy, via the US Posial Bervice or another courier service, or via the internel or
law enforeement porial, notwithstanding 18 U.8.C, 225A or simllar statute or cods,

REQUEST FOR NONDISCLOSURE

Your Affiant requests, pursuani to the precluslon of notice provisions of 18 U.5.C. § 2705(b), that
Google LL.C be orderad nof fo notlfy any person (including ihe subscribar or customer to which the
materials relate) of the existence of this wairanl for a paricd of ninety days from the date the warrant
is issued. The government submlis that such an order is Justified bacause notificafion of the existence
of thiz warrant could jeapardize the ongeing investigation, For example, such a disclosure would give
the subscrlber an gpportunity fo pofify confedersles with whom he hag exchenged imagas of
deplctions of children engaged In sexually explicit conduct of this warranl and/or ke destroy, conceal
or othanwise obfuscate evidance, and famper with potential child victims. .

Raspeciully Submitted,
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DR# 2020-201280331
MESA POLICE DEPARTMENT
CITY OF MESA, ARIZONA

AFFIDAVIT FOR SEARCH WARRANT

COUNTY OF MARICOPA, STATE OF ARIZONA

No. HKAWNOROO0 LT 5.2

YOUR AFFIANT: Detactive Emily Gribbfe #21318, a peace officer in the State of Arizona, being first
duly sworn, upon oath, deposes and says: That on or about the 6th day of May, 2020, in the County
of Marlcopa, State of Arizona, the crime of Sexual Exploitation of a Minor, A.R.S. 13-3553.A2, a class
2 Felony was committed by Axel Orlando Malpica Berrios oo ww. 511, 210 Ibs, black
halr, brown eyes.

THAT THE AFFIANT has probable cause to believe that:
] on the person(s) of:

X] onthe premises known as:

— This is a single-story home on the.corner of S
Calderon/E Paloma Ave. This house s

]
I The front door fo this hoiiﬁ fiiii- and there ig also
A - addresswd on

to the right of the garage doar and the numbers are dark in color. There is also a small
palm tree by the: front window next to the walking path that leads to the front door.

1.

] in the vehicle(s) described as:
] in the property described as:

there is now being possessed or concealed certain property or things which.

Ol were stolen or embezzled.

X were used as a means for committing a public offense.

[is [<are being possessed with the intent to use as a means for committing a public offense.

[] [lis [ Jare in possession of to whomn It was delivered for the purpose of concealing it or

, preventing it from being discovered.

X constitutes evidence tending to show that a public offense has been commilted, or tending to
show that Axel Orlando Malpica Berrios DOB: [ Rhas Tihave committed the
offense.

] may be searched and inspected in the interest of the public health, safety, or welfare as a part
of an inspection program authorized by law.

[l is a person being sought who is the subject of an outstanding arrest warrant.

] is the subject to a seizure for farfeiture pursuant to A.R.S. 13-4305 and AR S.

that said property or things are described as follows:

1. Any and all electronic devices, including but not limited to: computers, electronic tablets,
iPads, cellular smart phones, and/or other devices, any and all CD, DVD, floppy diskettes,
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thumb drives, and/or ather storage media, optical, magnetic or other medium that may be
used fo store, transfer, and/or distribute files of sexual exploitation of minors. These devices
must be seized with any and all peripheral devices used in the operation of these itemns, all
media used for further storage of the images sought in this case, any components used in
processing and/or display of items, any associated manuals, and/or other documentation to
aid in the operation of the items. These items/components must subseguently be processed
in @ manner fo protect the avidentiary value of the storage/processing device(s) and allow for
systematic searching of the files/information therein for evidence of sexual exploitation of
minors and corroborating dates, times, and/or pornographic content.

2. Electronically stored documents and/or data tending to show control of the computer to be
searched including, but not limited to, ownership documents, usernames, passwords,
personal photographs, software registrations, e-mail account Information stored on the
computer, and other items tending to show control/use of the computer.

3. Computer-related passwords and other data security devices designed to restrict access to or
hide computer software, documentation or data. Data security may consist of hardware,
software or other programming code.

4. Any article of personal identification tending ta establish person(s) in control of areas to be
searched andl/or where evidence is found, including, but not limited to: addressed envelopes,
utility company receipts, rent receipts, lease agreements, phone receipis, driver's license,
personal photographs and keys.

b. videotapes, books, magazines, catalogs, photographs, film, notebooks, diaries ar other
documents pertaining to the possession of depictions of minors engaged in sexually explicit
conduct, to include printed material documenting any communication with other persons
regarding depictions of minors engaged in sexually expliclt conduct.

6. During the execution of this search warrant, law enforcement personnel are authorlzed to
depress the fingerprints and/or thumbprints of any person, who is reasonably beligved by law
enforcement to be a user of a fingerprint sensor-enabled device that falls within the scope of
this warrant.

That the following facts establish probable cause for. believing that grounds for issuance of a search
warrant for the aforementioned items exist:

REGULAR INFORMATION

Your Affiant has been a police officer since 2007. Your Affiant was employed with the Seattle (WA)
Police Department from 2007 — 2016. During thal time Your Affiant was assigned as a detective with
the internet Crimes Against Children Unit in 2015 investigating crimes dealing with the posseassion,
distribution and manufacturing of child pornography. Your Affiant has atiended basic training as it
pertains 1o investigations of internet crimes. Your Affiant is currently employed with the Mesa Police
Depariment since May 2016. Your Affiant has participated i the execution of various search warrants
with numerous detectives and agents that work in the field of digital crimes against children.Your
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Affiant is curfently assigned to detective with the Digital Forensics/Intemet Crimes Against Children
Unit,

BACKGROUND

Based on my tralning, experience and collaboration with ICAC detectives, industry experts, academia
and other law enforcement personnel, | know the following:

1. That adult persons with a sexual interest In minors are persons whose sexual targets are
children. They receive sexual gratification and satisfaction from actual physical contact with
children, fantasy involving the use of writings detailing physical contact with children, and/er
from fantasy Involving the use of pictures and/or videos of minors.

2. The development of the computer has changed the way child erptica (meaning materials or
items that are sexually arousing to persons having a sexual interest in children but that are not
necessarily obscene or do not necessarily depict minors in sexually explicit poses or positions)
and depictions of children engaged in sexually explicit conduct are distributed and children are
victimized. The computer serves four functions in connection with depictions of children
engaged in sexually explicit conduct. These four functions include: production,
communications, distribution, and storage.

3. E-mail consists of messages from one person to anather that are electronically transmitted
through a user's electronic device. As opposed to letters sent via the postal service, e-mail
sends the messages instantaneously via the Infernet anywhere In the world. Due to that fact
and the relatively low cost, emails have become a very popuiar form of communication. In
addition to written messages which are generally sant in emails, pictures, graphs, and other
text files can be attached to an email message and sent as well.

4. All that a computer user needs to do in order to use email is open up an email account with
one of the many companies that provide email service (e.g. America On-Line, Microsoft,
Comcast, Yahoo etc ). Once the account is set up, the user can choose the "name" of his
email address, which does not have to match (or even relate to) identifying information of the
user. Thus, the email address name by ltself does nothing to identify the owner of the emall
address or the composer of the email message. Nevertheless, often times the email
messages themselves, contain information that either directly or indirectly ldentifies the
composer of the email message. Based on my training and experience investigating
depictions of minors engaged in sexually explicit conduct offenses, | know it is common for
collectors of depictions of minors engaged in sexually explicit conduct to use multiple email
accounts in order conceal their true identity and/or more easily categorize their collection
according to the type of material or source.

5. Individuals involved in computer-related crimes often use e-mail accounts to conduct both
criminal and non-criminal communications. Conseguently, these emails can be a great source
of information to help identify the sender and/or reciplent of the message. The ability to view
these e-mails by investigating law enfarcement often provides fu rther invaestigative leads to
assist in identifying the person of interest.

Based upon my knowledge, experlence, and tralning in deplictions of minors engaged In sexually
explicit conduct investigations, and the training and experience of other law enforcement officers with
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whom | have had discussions, | know that there are certain characteristics common to individuals
involved in depictions of minors engaged in sexually explicit conduct:

1. Those who produce, receive and aftempt to receive depictions of minors engaged in sexually
explicit conduct may receive sexual gratification, stimutation, and satisfaction from contact with
children: or from fantasies they may have viewing children engaged in sexual activity orin
sexually suggestive poses, such as in person, in photographs, or other visual media; or from
literature describing such activity.

2. Those who produce, feceive and attemplt to receive depictions of minors engaged in sexually
explicit conduct often maintain their collections that are In a digital or electronic format In a
safe, secure and private environment, such as a computer and surrounding area. These
collections are often maintained for several years and are kept close by, usually at the
individual's residence, to enable the collecior to view the collaction, which is valued highly.

3. Collectors and distributars of depictions of minars engaged In sexually explicit conduct also
use online, remote, resources to retrieve and store depictions of minors engaged in sexually
explicit conduct, including services offered by companies such as Google, Yahoo, Apple,
Amazon, and Dropbox, among others. The online services allow a user to set up an account
with a remote computing service that provides email services and/or electronic storage of
electronic flles in any variety of formats. A user can set up, and access, an online storage
account from any computer or digital device with access to the Internet. Evidence of such
online storage of depictions of minors engaged in sexually explicit conduct is often found on
the user's computer or smart phone. Even in cases where online storage is used, howeaver,
avidence of depictions of minors engaged in sexually explicit conduct can be found on a user’s
digital device if that device is used to access the internet.

COMPUTERS AND INDIVIDUALS WITH A SEXUAL INTEREST IN MINORS

Based upon my knowledge, experience, and training In depictions of minors engaged in sexually
explicit conduct investigations, and the training and experience of other law enforcement officers with
whom | have had discussions, | have learned the following about transferability of files containing
depictions of minors engaged in sexually expllcit conduct.

1. Computers basically serve four functions in connection with depictions of minors engaged in
sexually explicit conduct: production, communication, distribution and storage.

2 Gommunications by way of computer can be saved or stored on the computer that is used for
these purposes. Storing this information can be Intentional, i.e., by saving an email as a file on
the computer or saving the locations of one’s favarite websites in, for example, a "bookmarked”
file. Dlgital information can also be retained unintentionally, i.e., traces of the path of an
electronic communication may be automatically stored in many places {(ex: temporary files or
ISP client sofiware, among others). [n addition to electronic communications, a computer
users’ Intemet activities generally leave traces or “footprints” and history files of the browser
application used. A forensic examiner often can recover evidence suggesting whether a
computer contained wireless software, was using messenger applications and when certain
files under investigation were uploaded or downioaded. Even if such information is deleted
from the hard drive or memory chip of the device, the data may reside on the device for an
extended perfod of time untll overwritten by the operating system of the device.
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3. Cellular phones, also known as “smart phones”, have the capability to access the Intemet and
store information, such as videos and images. As a result, an individual using a smart phone
can send, receive, and stare files without accessing a personal computer or laptop. An
individual using a smart phone can also easily plug the device info a computer or video
camera, via a USB cable, and transfer data files from one digital device to another.

4. Gonsulting with computer forensic detectives who are familiar with searches of computers and
smart phones, | have leamed that offenders will try and obscure data cantaining images and
videos of minors engaged in sexually explicit conduct. One potantial manner of trying to hide
the contraband may be by changing file extensions. For example, an image flle may often have
a file extension of “,jpg” or “.jpeg" indicating that it is an image or photograph. An offender may
change that file extension by selecting the "save as’ format on a computer or digital device and
select ".doc” or “.docx” to make it appear that instead of a contraband image or photograph, it
is a word document. The same process may be used to attempt to hide a video file as well.
Based on these, and other atiempts to hide potential contraband, it is necessary for forensic
examiners to examine gll potential data on a digital device.

5 As set forth herein this Affidavit, | sesk permission to search for and seize evidence, frults and
means of the above referenced crimes and aor things or data identifying the individual engaged

in the renced G i i d on Axel Orlando Malpica Berrios
DOB: nd/for ai in whatever form they are found.
Individuals involved in depictions of MINOrs engaged In sexualty explicit conduct often prefer o

store images of these depictions In electronic form. The ability to store these depictions in
slectronic form makes digital devices an Ideal repository because these depictions can be
easily sent or received over the Internet. As a result, one form in which these items may be
found is as electronic evidence stored on a digital device.

s a residence, it is
posslble thal Il contain computers that are predominantly
used, and perhaps owned, by persons who are not suspected of a crime. If law enforcement:
conducting the search find multiple computers in the residence, they will attempt to
corraborate, on site, which resident(s) has/have access to each computer, If law enforcement
conducting the search determine that it is probable that things described in this warrant ceuld
be found on any computer(s) or digital device(s) in the residence, this application seeks
permission to conduct an onsite search-of those computers and digital devices as well, using -
forensic software, to determine if any depictions of minors engaged in sexually explicit conduct
is present. If, as a result of this onsite search, there are no depictions of minors engaged in
sexually explicit conduct present on those computers or digital devices, then they will not be
searched further and will not be seized, However, law enforcement will be autharized to seize
any computer or digital device for off-site forensic review, if an onsite forensic review Is not
possible or feasible.

6. Because mu

7. If, after conducting its examination, law enforcement personnel determine that any digital
device is an Instrument of the criminal offenses referenced above, law enforcement may retain
that device during the pendency of the case as necessary to, among other things, preserve the
evidence for trial, ensure the chain of custody and litigate the issue or forfeiture. if law
enforcement personnel determine that a device was not an instrument of the criminal offenses
referenced above, it shall be returned to the person/entity from whom it was seized.
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In light of the images possessed by the suspect described below, there is probable cause to believe
the suspect has gathered files of minors engaged in sexually explicit conduct in their Google account.
Once identified, their devices and/or media will contain depictions of minors engaged in sexually
explicit conduct files or indicia or prior possession or viewing will be discoverable upon farensics
analysis of such devices.

THE INVESTIGATION

On 5/6/2020 | received this case for review and investigation. | spoke to Witness Dan Caputo with
Northland Polygraph, a business that conducts polygraph testing in Arizona. Dan is the owner of this
business and a polygraph examiner. Dan explained to me a pastor of a church in the East Valley area
reached out to him regarding a polygraph exam. The pastor explained he was working with a couple,
husband and wife, in his church that was receiving marital counseling through him. Issues of possible
infidelity were discussed and concerns of the husband viewing pomography. The couple both agreed
to go through a polygraph exam, which is why Dan was sought out.

On Tuesday, 5/5/2020, Dan was briefly in contact with the wife, Mariana, via text message to discuss
scheduling of the polygraphi.

On Wednesday, 5/6/2020, Mariana started emailing (from email [ | | RN O
pornographic material that she found on her husband’s device as information to discuss for the
polygraph exam. These files were In a Google Photos account and contained multiple adult
pornography images. Marlana also emailed Dan suspected child pornography images that were
found in this Google account. Upon receiving this, Dan reported the suspected child pornography to
Jaw enforceament.

At this point Dan had limited information on Mariana and her husband. Mariana said her husband's
narne was Axel Malpica and that they live in Mesa. They also have two children together. Marlana did
not have concern that their children were in danger and made noe mention that they were the children
in the files.

| then ran the name “Mariana Cedeno” through the National Crime Information Center (NCIC) and
and Arizona Motor Vehicle Divislon (MVD). Two names of “Marlana Cedeno” showed up with their

correlating birthdays iver's License information. O “Mariana Cedeno” was "Mariana
with an AZ Driver's Licensg nd an address of-

Janay Cedeno DOB

| checked MVD if any vehicles were registered fo Mariana. License plate AZ-AXJ3590 was a white
2015 BWM 320 car that was regisiered to Marina. License plate AZ-CFS8460 was a 2010 blue

m 1500 truck. This truck was registered {o Mariana and Axel Orlande Malpica Berrios DOB:
I then ran Axel's information through the National Crime Information Center (NCIC) and
Arizona Motor Vehicle Division (MVD). Axel had an AZ Driver's License [ ]I vith the same
address as Mariana. | believe this was Mariana’s husband.

Utilizing an undercover account, | logged onto Facebook and looked for “Mariana Cedeno”. | found a
profile for “Mariana Malpica Gedeno”. Many of Marian a's photos and posts were pubiicly viewable. A
past Marlana made on April 1, 2020 she refersnced belng a business owner for 2 years and

mentioned her husband “Axel Malpica” in this post. The photos Mariana had on her account were of
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her husband Axel and their two sons. The photos Marana's Facebock page matched the
MVD photo of Axel Orlando Malpica Berrios DOB;

On 5/8/2020 Dan arrived at my office and provided me with the emails and files that Mariana had sent
him.

The images and videos Mariana had sent Dan were faken from the perspective of Mariana recording
a tablet screen with her own phone. The device that Mariana was recording, of the Google account
with the contraband files, appeared to be a black Samsung tablet.

One of the videos on the tablet was a 9 second video of Axel that he appeared to take of himself, as
his one arm is extended as if holding a video-recording device. This "seffie” video is of Axel sitling in a
garage taking a video of himself in front of a jet ski saying, "This is me."

Another videofrecording is about 15 seconds in length, and it is of Mariana screlling through a photo
roll of multiple Images of adult pormography. While Mariana is scrolling through these photos she
says, "Babe, why when | go to log in to Elijah’s account and there's another account there. And it
says (she says something along the lines of “ying dow") meaning you created another account.
Seriously? What is all this?”

Mariana also sent still images of the files in the Google photos account album, Most of these photos
were of adult pornography, some appearing with a recent date of April 2020. There were also multiple
photos of Axel in these photo albums. There were some up-close images of an adult male’s erect
penis. In one of the pictures of an aduft male’s erect penis, there was a light-colored dresser In the
background underneath a tv screen. Marlana told Dan in her email referencing this photo, “This ia the
picture with our new furniture in the background. That | never received from him but he says ha was
going to sent it to me but decided to “delete” it.” There were no other maie's faces depicted in any of
the other photos in the albums, appearing that this Google Photos account only belanged to Axel.

In one of the emails Mariana sent Dan, sha told him she also found child pormography. One of the
images Mariana sent was an 8 picture collage of a young girl. There were 3 photos in the first column
of the collage, 3 photos in the middle column and 2 in the last column. These seties of photos appear
to be of the same little girl.

The top image in the first column is a focused perspective of a girl's genitalia area. The girl is lying on
her back on a blue Banket and has her legs spread open. The girl is Inserting a sex toy into her
vagina. The girl's hips are narrow her legs are small in size.

The middle image in the first column is of a naked small girl with dirty blonde hair with bangs. The girl
is lying on her back on 2 blue blanket and she has her knees bent up towards her shoulders. The little
girl is taking her hands and spreading open her genitalia tissues, fully exposing her vagina and anus.
The girl’s vagina is underdeveloped and she has no pubic hair. The girl has no breast development
and her face Is round and child-like. The focus of this image is on the gir’s exposed genitalia.

The bottom image in the first column is a close-up photo of a small gi's vagina and anus. The girl is
lying on her back on a blue blanket. The giri's legs are spread open, exposing her vagina and anus.
‘There is a creamy white mucous substance on her vagina and anus, appearing to be semen. The
girl's vagina is underdeveloped and she has no pubic hair.

" The top image in the middle column is another close-up of a smaill girl's vagina and anus. The girl is
lylng on her back, her legs are spread open, exposling her vagina and anus. The git's vaginal tissues

7
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appear red In color and Irritated. There is a creamy white mucous substance on her vagina. The girl's
vagina is underdeveloped and she has no pubic hair.

The middle image in the middle column is of a naked small girl with dirty blonde hair. The girl is lying
an het back on a blue/gray blanket, her legs are spread open and she has her knees bent up towards
her shoulders. There is an adult male’s erect penls near the girl's vagina, seeming to insinuate he is
going ta insert it in her. The girl's body is small in size and she has no breast development. The girl
has round cheeks and a small chin and nose, appearing very child-like.

The bottom Image in the middle column is of a smali gifl with dirty blonde hair and bangs. This image
is a close up of a girl performing oral sex on an adult male's erect penis. The girl is using her hands to
hold the penis to her mouth. The girl's facial features are small and her hands are small in size
compared to the male's erect penis.

The top image in the last column is of a small girl with dirty bionde hair and bangs lying on her back
on a biue blanket. The girl is wearing a red dress that is pulled up, exposing her vagina. The girl's
head is lurned to the side and she is performing oral sex on an adult male's erect penis. The girl is
using her hands to hold the penis to her mouth. The girl’s facial features are small and her hands are
small In size compared to the male's erect penis. The girl's legs are small In size and her vagina is
underdeveloped.

The bottom image in the last column is of a small girl wearlng a red dress and lying on her back on a
biue blanket. The girl’s dress is pulled up to her chest, exposing her vagina and anus. The girl's legs
are spread open and her knees are bent upwards. The girl's vaginal tissues appear red in color and
irritated. The giri's vagina Is underdeveloped and she has no pubic halr. Her hips are narrow and her
.body Is small in size.

Based on the series of these photos and features of the girl portrayed, | believe this girl is under the
age of 8.

These images are a viclation of Sexual Exploitation of a Minor — ARS 13-3553A2.

CONCLUSION

Based on the above facts and circumstances, there is probable cause to believe that Axel Orlando
Malpica Berrios DOB:-possessed depictions of child pornography to his Google Photos
account. Mariana is heard during one of the recordings mentioning a different linked account name.
This linked account contained suspected child pornography, adult pornography and various photos
and videos of Axel. It appears Axel tried to hide thls sexual deviant Google Fhotos account and
Mariana found it. The content of this account indicates Axel is the sole owner and user of thia
account. | bellave the device that may contain the contraband files s a black Samsung tablet, as seen
in the photos and videos Mariana provided. | believe this device, or other electronic storage devices,
to be at Axel Orlando Malpica Berrios’ residence at Accordingly, the
fingerprint and/or thumbprint is also requested to order Axel Urlando Malpica Berrios to provide his
fingerprint and/or thumbprint to unlock any of his devices, should that be necessary.

M®PD 081(F) Ravislon Dale: 12111
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This Court has jurisdiction to the issue the requested warrant because it is “a court with jurisdiction
over the offense under investigation.” 18 U.S.C § 2703(a).

Pursuant to 18 U.S.C. § 2703(g), the presence of a law enforcement officer is not reguired for the
service or execution of this warrant.

Wherefore Affiant requests that a search warrant be issued commanding that a search be made of
the premise/items described herein for the data herein described, and that the same be refained in
the custody of the Affiant or in the custody of the agency which affiant represents and disposed of

according to law, pursuant to A.R.S. §§ 13-3911 and 13-3925.

Respectfully Submitted,

onlly/ Ml

AFFIANT: Detective Emily Gribble #21318

Mesa Puollce Department
LAW ENFORCEMENT AGENCY

1 n
SUBSCRIBED AND SWORN ta before me this day of W’ . 2020,

VERWORABLE MARY CRONIN
aenelh COUNTY SUPERIOR COURT

MRD 081(F) Revision Dats: 12/11
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DR# 2020-201280331

MESA POLICE DEPARTMENT
CITY OF MESA, ARIZONA

SEARCH WARRANT

COUNTY OF MARICOPA, STATE OF ARIZONA

No. Ih2A~ 0&)7““‘4

TO ANY PEACE OFFICER IN THE STATE OF ARIZONA!:

Proof by affidavit having been made this day to me by Detective Emily Gribble #21318, | am satisfied
that there is probable cause to believe that:

[] onthe person(s) of:
X in the property described as: Cellular phones listed below which are in Mesa Police custody:

1. Bronze Apple iPhone, Serial #F2LYVMYFKPHF
- With phone number 352-304-2330

] in the vehicle(s) described as:

in the City of Mesa, County of Maricopa, State of Arizona, there is now being possessed or concealed
certain property or things described as:

1. Any and all electronic information stored on cellular phones, tablets and computers; including but
not limited to electronic address books and call records, text messages, photographs taken and
photographs transmitted via cellutar phone, and other electrenic information within cellular
phones, tablets and computers which could contain data as to ownership of the devices and the
phone number subscribed fo the phone, as well as those contacted using the devices,
applications used by the phones and devices and applications used to communicate using the
phones and devices and any communications transmitted via applications on the phones and
devices, during the commission of the listed offenses.

which property or things:

[]  were stolen or embezzled.

were used as a means for committing a public offense.

[ [is [are being possessed with the intent to use as a means for committing a public offense.

] [is [are in possession of to whom it was delivered for the purpose of concealing it or
preventing it from being discovered.

constitutes evidence tending to show that a public offense has been committed, or tending to
show that Axel Orlando Malpica Berrios DOB: Dhas [ Ihave committed the offense.

| may be searched and inspected in the interest of the public health, safety, or weliare as a part
of an ihspection program authorized by law.

] is & person being sought who is the subject of an outstanding arrest warrant.

[] isthe subject to a seizure for forfeiture.

MPO Form #62 {Revisaed 04-19-83)
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such public offense being of Sexual Exploitation of a Minor, AR.S. 13-3653.A2, a class 2 Felany,
which occurred on or about May 6", 2020 in Mesa, AZ.

YOU ARE THEREFORE COMMANDED:
P in the daytime (excluding the hours between 10:00 P.M. and 6:30 A.M.)

[] orin the nighttime (good cause therefore having been shown)

fo make a search of the above named or described person(s), premises, and/or vehicle(s) for the
herein above described property or things, and if you find the same or any part thereof, to retain such
in custody or in the custody of the agency which affiant represents, as provided by A.R.S. § 13-3920
or as provided by A.R.S. § 13-4306 if the property is seized for forfeiture.

Return this warrant to me within five (5) days of the date thereof, as directed by AR.S. § 13-3918.

Given under my hand and dated this_ 2= _day of W Gy , 2020.

JUDGE, JUSTICE OF THE PEACE, OR MAGISTRATE

of the Court
ZABOR
. ONORABLE MELISSA
CID Clerk: :*.-‘:_-':'R’;E‘.-OPA GOUNTY SUPERIGR COURT
2

MPD Fonm # 62 (Revised 04-19-93)
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DRA 2020-201280331

MESA POLIGE DEPARTMENT
CITY OF MESA, ARIZONA

SEARCH WARRANT

COUNTY OF MARICDIPA, 5TATE OF ARIZONA

No '}‘-""L‘"”C’ g"?f"ﬂﬂ

TO ANY PEACE OFFICER IN THE STATE OF ARIZONA:

Proof by affldavit having been made this day to me by Officer Emily Gribble #21318, 1 am setisfied
that thera is probable cause to belleve that:

1 on the persan(s) of:
[¥24 in the properly described as.

1, Gnoogle LLG, 1600 Amphitheaire Parkway, Mountain View, CA, 94043
[0  inlhe vehicle(s) desciibed as:

in the City of Mountain View, Gounty of Santa Clara, Stale of Galifornia, there is now being
possessed or concealed certaln property or things described as:

1. From Googla LLC, gnd for Gmail email addrass of xlelbarablno | @gmall.com [ am requesting
permigsion to search for and selze the following:

Subsoriber's namea

Subscriber's addrass

l.ength of service including start dale

Subscriber's telsphone number, instrumenl number or othier subscriber number or

idsntity, including & temporarily assigned nebwork’s address

Subscriber's additional emall accourt namefs)

Means and source of paymenl tor such service {Including any credit card or bank

account numberz)

g. Logs of Internel Protocol from 1-1-2020 to 5-27-2020

h. Contents of all email for the listed account as well as any associated email accounts
from 1-1-2020 to 5-27-2020

i, Contenls of Google Drive & Google Photos aceount for the lisled account as well as
any associaled ascounts

| Conferis of sl related Picasa photos and videos for tha listed accounl as well as any
assoclaled accolints

k. Any other nformation relaling to the identity of the subscriber

Q0T

™o

which property or things:

71 waere stolen ar embezzied.
P4  were used as a means for committing a public offense.

WPD Fom #62 (Hendaed 04-19-23)
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[Tis Ulare being possessed with the intent to use &s a means Tor tornmiling a public offense.
[Tis [ Jare In poasesalon of to whom it was dslivered for the purpose of onncealing It or
preventing it Trom being discovered,

constitutes evidence fending to show that a public offenss has been committed, or tending (o
show that Axal Orlando Malpica Berios DOB: [ CIbzs [ have committed the offanse.
may ba searched and Inspecled I the interest of (he public health, safsty, or walfare as a part
of an inspection pragran authorized by law.

is a person balng sought who is the subject of an outstanding arrest warrant.

is e subject to & seizure for forfeiture,

0o

CO X

such public offense belng of Sexual Explotation of 2 Minor, ARS 13-3653.A2, Class 2 Felony, which
occurted on or about May 6%, 2020 in Mesa, AZ,

YOU ARE THEREFORE COMMANDED:

] inthe daytime (excluding the hours betwesen 10:00 P.M. and 6:30 A.M.)
or in the niphittime (good causs therafore having been shown)

to make a search of the above named or described person(s), premizes, and/or vehicle(s) for the
hereln above described property or things, and il you find the sarne or any part thereof, o retaln such
in custody orin the custady of the agency which affiant represents, as provided by AR.S. § 13-3920
or as provided by AR.S. § 13-4306 if the proparty is seized for forleilurs.

Gioogle LLC shall disclose responsive data, If any, by one of the fallowing methads: Email:
ernlly.aribble@mesasz.oov, via the US Postal Service or another courler service, or via the intemet or
law enforcemant portal, notwithatanding 18 U.5.0. 228A or simllar atatute or code.

REQUEST FOR NONGISCLOSURE

Your Affiant requests, pursuant to tha preclusion of notice provisions of 18 U.5.C. § 2706(b), that
Gouogle LLGC be arderad nol to notify any parson (Including the subscriber or customer (o which the
materlals relate) of the existence of this warrant for a peried of nirety days from the date the warrait
is isaued. The governmeant subrmits that such an order is justified because notification of the axistence
of this warrant could jeppardize the angoing investigalion. For axaimple, such a disclosure would give
the subscriber an opporfunity to notify confederates with whom he has exchanged images of
depictions of children engaged in sexually explicit canducl of thls warrant andfor 10 destroy, conceal
or otherwlse obfuscate evidence, and tamper with potential chitd viclims.

Refurn this warrant to e wilhin five (10) days of the date thereof, ag direcled by AR.S. § 13-3918,

Fe5er G P

JUDGE, JUSTICE OF THE PEACE, OR MAGISTRATE

Given under my hand and dated this :ﬂ day of M Jk\&( , 2020.

of the Court
2

HONCRABLE GREGORY J, GNEPPER
MARICOPA COUNTY SUPERIOR CQURY

MPRD Form 3 62 {Ravisad 04-18-9%)
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DR# 2020-201280331

MESA POLICE DEPARTMENT
CITY OF MESA, ARIZONA

SEARCH WARRANT

COUNTY OF MARICOFPA, STATE OF ARIZONA

Ng.“)e'-’m;:gg ]

TO ANY PEACE OFFICER IN THE STATE OF ARIZONA:

Proof by affidavit having been made this day to me by Detective Emily Gribble #21318, | am satisfied
that there is probable cause to believe that:

] onthe person(s) of:

D4 on the premises known as:

| is
he front door to this house faces [Jjjjjj 2nd there is also

a The address is pasted on a light-colored rectangle plague
to the right of the garage door and the numbers are dark in color. There is also a small
palm tree by the front window next to tha walking path that leads to the front door.

1 in the vehicle(s) described as:
there is now being possessed or concealed certain property or things described as;

1. Any and all electronic devices, including but not limited to: computers, electronic tablets,
iPads, cellular smart phones, and/or other devices, any and all CD, DVD, floppy diskeftes,
thumb drives, and/or other storage media, optical, magnetic or other mediumn that may be
used to store, transfer, and/or distribute files of sexual exploitation of minors. These devices
must be sefzed with any and all perlpheral devices used in the operation of these itemns, all
media used for further storage of the images sought in this case, any components used in
processing and/or display of items, any associated manuals, and/or other documentation to
aid in the operation of the items. These items/components must subsequently be processed
in a manner to protect the evidentiary value of the storage/processing device(s) and allow for
systematic searching of the fites/information therein for evidence of sexual exploitation of
minors and corroborating dates, times. and/or pornographic content.

2. Electronically stored documents and/or data tending to show control of the computer to be
searched including, but not limited to, ownership documents, usernames, passwords,
personal pholographs, software registrations, e-mail account information stored on the
computer, and other items tending ta show control/use of the computer.

MPD 62(F) Ravision Dale: 12/11
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3. Computer-related passwords and other data security devices designed to restrict access to or

hide computer software, docurnentation or data. Data sacurity may consist of hardware,
software or other programming code.

4, Any article of personal identification tending to establish person(s) in control of areas to be
searched and/or where avidence is found, including, Gut not limited to; addressed envelopes,
utility company recelpts, rent receipts, lease agreaments, phone receipts, driver's license,
personal photographs and keys.

5, Videotapes, books, magazines, catalogs, photographs, film, notebooks, diaries or other
documents pertaining to the possesslon of depictions of minors engaged In sexually explicit
conduct, to include printed material documenting any communication with other persons
regarding depictions of minors engaged in sexually explicit conduct.

6. During the execution of this search warrant, law enforcement personnel are authorlzed to
depress the fingerprints and/or thumbprints of any person, who is reasonably believed by law
enforcement to be a user of a fingerprint sensor-enabled device that falls within the scope of
this warrant.

which property or things;

were stalen or embezzled.

were used as a means for committing a public offense.

[is Xare being possessed with the intent to use as a means for committing a public offense.
[ Jis [_lare in possession of to whom it was delivered for the purpose of concealing it or
preventing it from being discovered.

constitutes evidence tending to show that a public offense has been committed, or tending to
show that Axel Orlando Malpica Berrios DOB: Bhas [Jhave committed the offense.
may be searched and inspected in the interest of the public health, safety, or welfare as a part
of an inspection program authorized by law.

is a person being sought who is the subject of an outstanding arrest warrant.

is the subject to a seizure for forfeiture.

O O ¥ UKL

such public offense being Sexual Exploitation of Minor, A.R.S. 13-3553 A.2, a class 2 felony, which
occurred on 6th Day of May, 2020.

YOU ARE THEREFORE COMMANDED:

to make a search of the above named or described person(s), premises, and/or vehicle(s) for the
herein above described property or things, and if you find the same or any part thereof, to retain such
in custody or in the custody of the agency which affiant represents, as provided by AR.S. § 13-3920
or as provided by A.R.S. § 13-4306 if the property is seized for forfaiture.

MPD 62(F) Revizslon Date: 12/11

For 26321  Printed On Aug-29-2024 (Thu.)



Mesa Police Department GO# ME 2020-201280331

May. 19.2020 12:10FM No. 1755 P, 13/13

"o JACOURT  Page 13 0f 13 2020-05-19 11:20:25 PDT 14809072662 From: CAFV 1

Wherefore Affiant requests that a search warrant be issued commanding that an immediate search
he made of the person(s), premise(s), building(s), and vehicle(s) described harein for the property
and things herein described, and that the same be retained in the cusiody of the Affiant or in the

custody of the agency which affiant represents and disposed of according to law, pursuant o A.R.5.
§§ 13-3911 and 13-3925.

Return this warrant to me within three (3) business days of the date thereof, as
directed by A.R.S. § 13-3918.

Given under my hand and dated this !q’haay of /Maﬂ-‘f , 2020.

WJ/MJ%@

TUDGE, ICE OF THE PEACE, OR MAGISTRATE
of the Court
HONORABLE MARY CRONIN 1
SUPERIOR COUR
CID Cleric: MARICOPA COUNTY
DS | Revislon Date: 12/11

For 26321  Printed On Aug-29-2024 (Thu.)



Mesa Police Department GO# ME 2020-201280331

Related Attachment - Miscellaneous Attachment

Description SEARCH WARRANT RETURN - CELLPHONE
Reference Number

For 26321  Printed On Aug-29-2024 (Thu.)



Mesa Police Department GO# ME 2020-201280331

May. 28. 2020 17:4%5AM No. 3739 P 2/3

"0 JACOURT ~ Page 203 L 2070059810:4217 POT 19808072662 From CAFV 1

i"-'u"“e'”fyu‘a“’”' f"m‘f’ _Z“i‘ 202’67 .‘|axeoutedaaau,hw-arramr\m 2020 06 ﬂqq
i tssued by - Lﬂﬂ_gﬂﬁkﬁ_fﬁﬁ;\iﬁf\ Z'-ABO'R T and thatLseized the fallowing dascrlhad Herns ufpmparfy,
o Dew . MAY 27,2020 T Casefo, 2020 ‘?.onzsn&sa e
%" Time Exncuted - (30 “Hps e
Tﬁfne Congjudad | l'w{:- Hftﬁ o
A Ham No, o coe s T T RSN (=TT

e m&m&vﬁ%ﬁm_,&_ﬁrmmmm oo wdl . Liazog

]~ wWhere Faund 2§ Titg Faund | - By Whom ~

APk‘u-; IPHaMLJﬁ.ﬁ SEALAL ‘&FI‘]L‘(m‘meHF ISR i
~T:?E.vmﬁ ,ﬂ.p.emw N, PnL!.{_,E. Cu_‘r‘mb‘( =R DR,

it ﬁ.'i fur!har pertlfy lhat 1 Iaﬁ B damllad recalutfor the pmp-ny t:akan sr
M Datad thls R T4 day ot - MA“( e

aubsr:ribcd and SWOTT bafon: m. uus

L Returncd for
. v(‘;':)url
S b ‘_Defendant e
- C] MPD Gi‘-ﬂ&
D."M 22 »mn - : ’

For 26321  Printed On Aug-29-2024 (Thu.)



Mesa Police Department GO# ME 2020-201280331

Related Attachment - Miscellaneous Attachment

Description SEARCH WARRANT RETURN - GOOGLE
Reference Number

For 26321  Printed On Aug-29-2024 (Thu.)



Mesa Police Department GO# ME 2020-201280331

May. 28. 2020 17:4%5AM No. 3739 P 3/3

,,,,,

"ol IACOURT  Page 3 of 3 _ 2020828 V0dZATROY 14808072862 From CAFY {

RETURN OF SEARCH WARRANT

‘ [oaﬂlfy thalon MA"f 2? "255:'2(2“.,;_'.\ ,
lgaued by l-mnommm (x\RF&vW-‘f EnNEF_?E;?,, Emd tha:'l ééi.éea the fnt!uwlng dawﬂbﬁd Ham QFPFDKJEH%
vwi ﬁqa Zp?!} e awn UimBB oL 2.1:32(:1 20\‘28&3%1
eelg \a’“ow HPJ e
<5 Yime Cf)n&lud;atzl Lf‘ o H&& | el
[ tiem Mo. : :._j I T Y 1 R Whe_re_ r‘ound Time [‘ounc_@ ;f  ByWhom

".'."ﬁ",".‘ Gongis feeaees| <

*WA%EM__MMEM%}F '5 R B B
Lm‘, E.rd\-’urn—a’m-mr PQR'ML«*'“”"

“:28‘{&4 - clayaf Sy

i "'Da!aﬂ th!a '

-‘i"'_j ,‘:‘i_ub:_so}i_had and swom. belore lr.na this *

D

- Rulurnadm b
- . Court

X : m mmmﬂ -
|“_j Defendant - o %OPA ﬁ!’)UNW GUPF IQR fﬁﬂm‘“
. \- o “MPR Caaa_‘ . X

um-nz 2,30 S

For 26321  Printed On Aug-29-2024 (Thu.)



Mesa Police Department GO# ME 2020-201280331

Related Attachment - Miscellaneous Attachment

Description SEARCH WARRANT RETURN - RESIDENCE
Reference Number

For 26321  Printed On Aug-29-2024 (Thu.)



Mesa Police Department GO# ME 2020-201280331

MARICOPA COUNTY SUPERIOR COURT JURISDICTION
SPECIAL WARRANT

RETURN, EXTENSION OR ORDER

SPECIAL WARRANT NUMBER: | SW 2020- Ao d 0TS

| TYPE OF FILING |

/( "~ RETURN (RSW)
EXTENSION (EXT)

ORDER (ORD)

| ORDERED BY THE COURT (if applicable):
D SEAL ALL SPECIAL WARRANT DOCUMENTS

(including all issuance and return documents plus all subsequent pleadings filed in this
SW number) per request of OQfficer/State and as Ordered by the Court,

1 EXCEPT (if applicable) the following documents shall be UNSEALED:

| X | UNSEAL ALL SPECIAL WARRANT DOCUMENTS
i (including all previously sealed issuance and return documents plas all subsequent
pleadings filed in this SW number),

] EXCEPT (if applicable) the following documents shall be SEALED:

IT IS FURTHER ORDERED THAT ALL MINUTE ENTRIES/WORKSHEETS IN THIS CASE
ARE NOT TO BE SEALED UNLESS SPECIFICALLY ORDERED BY THE COURT.

5Z&’Z% 10:05 Hours

DATE TIME JUDGE OR JUDGE PRO TEM

Please forward these documents immediately to the folowing address:
Clerk of Superior Court, Special Warrant Desk
175 W. Madison St., RCC/EDC 4™ Fleor; Telephone: {(602) 506-7754
Return Worlksheet Form LRD 12/20/18
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FAX COVER SHEET

TO IACOURT

COMPANY

FAXNUMBER 16022532645

FROM CAFV 1

DATE 2020-05-26 09:45:12PDT
RE Search Warrant Return

COVER MESSAGE

Detective EmilyGribble

Mesa Police Department
o

Fax: 14809072662
Email: emily.gribble@mesaaz.gov

WWW . EFAX.COM
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. executed Search Warrant No: 30 000"
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