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PROCEEDI NGS

(9:03 a.m)

GEN. HABI GER Good norning, ladies and
gentlenen. | am General Gene Habiger of the Ofice of
Security and Emergency Qperati ons.

On behalf of the Departnent of Energy and
particularly Secretary R chardson, |'d like to thank
you for taking the time to participate in this public
hearing concerning the proposed polygraph exam nation
pr ogr am

Secretary R chardson has personally asked
me to be here today to listen carefully to vyour
comments and concerns and report back to him Let ne
assure you that we take this issue and your concerns
very, very seriously.

The purpose of this hearing is for DOE to
listen to your comments on the Departnent's notice of
proposed rulemaking. This is a time for us to listen
and to understand your concerns. It is not a forumto
debat e the issues.

W are here focused on what you have to
say. Your comments are not only appreciated. They

are essential to the rul emaki ng process.
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And, gentlenen, over here if | could have
you keep the noise down |I'd appreciate it.

The Depar t ment of Ener gy proposes
regul ations for the use of polygraph exam nations for
certain DOE contractor enployees, applicants for
enpl oynent and other individuals assigned or detailed
to federal positions in the departnent.

The proposed regulations describe the
categories of individuals who would be eligible for
pol ygraph testing and controls for the use of such
testing, as well as for the prevention of unwanted
intrusion into the privacy of individuals.

These regulations are being proposed to
comply with various executive orders which require the
departnent to protect classified information. These
regul ations for the use of polygraph exam nations for
certain DOE and contractor enployees are intended to
protect highly sensitive and classified information
and materials to which such enpl oyees have access.

This rul emaking also proposes conformng
changes to regulations governing the departnent's
Personnel Security Assurance Program or PSAP, and

Personnel Assurance Program also known as the POP
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I f you have not already read the Federal

Regi ster notice from August 18th, 1999, | urge you to

do so. Copies are available at the registration desk.

The conments received here today and those
submitted during the witten comment period, which
ends Cctober 4th, wll assist the departnent in the
rul emaki ng process. All witten comments nust be
received by this date to insure consideration by the
depart nent.

The address for sending in coments is
Dougl as Hinckley, U S. Departnment of Energy, Ofice of
Counterintelligence, OCN1, Docket Nunmber CN RM 99-
PCLY, 1000 I|ndependence Avenue, S.W, Wshington, D.C
20585.

In approximately two weeks, a transcript
of this hearing will be available for inspection and
copying here at the Departnent of Energy's Freedom of
| nformati on Readi ng Room This address is specified

in the Federal Register notice and is also available

at the registration desk.
The transcript wll also be placed on

DCE's Internet Wb site at the follow ng address:
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In addition, anyone wi shing to purchase a
copy of the transcript may make their own
arrangenents.

This wll not be an evidentiary or
judicial type of hearing. It will be conducted in
accordance with Section 553 of the Admnistrative
Procedures Act, 5 U S Code, Section 553 and Section
501 of the DCE Organization Act, 42 U S. Code, Section
7191.

In order to insure we get as nuch
pertinent information and as many views as possible,
and to enabl e everyone to express their views, we wl|l
use the follow ng procedures.

First, speakers will be called to testify
in the order indicated in the agenda. Speakers have
be allotted five mnutes for their verbal statenents.

Anyone may nmake an unschedul ed st atenent
after all the schedul es speakers have delivered their
statenents. To do so, please submt your nane to the
regi stration desk before the conclusion of the |ast
speaker .

Questions for the speakers will be asked
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only by nenbers of the DOE panel conducting the
heari ng.

As | said, the purpose of this hearing is
to receive your conments and concerns on DCE s notice
of proposed rul enaki ng. | urge all speakers to
provide us with your comments, opinions, and pertinent
i nformati on about the proposed rule.

Pl ease renenber the close of the comment
period is Cctober 4th, 1999. Al witten coments
received will be available for public inspection at
the DOE Freedom of Information Reading Room here in
Washi ngton, D.C. The phone nunber there is (202) 586-
3142.

If you submt witten comments, include
ten copies of those coments. If you have any
guestions concerning this submission of witten
comments, please see Andi Kasarsky at the registration
desk. She can al so be reached at (202) 586-3012.

Any person submitting information which he
or she believes to be confidential and exenpt by |aw
from public di scl osure should submi t to the
Washi ngton, D.C. address a total of four copies, one

conpl ete copy with confidential material included, and
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In accor dance with t he procedur es
established in 10 CFR 1004.11, the Energy Departnent
shall nmake its own determnation as to whether or not
t he i nformation shal | be exenpt from public
di scl osure.

We appreciate the tinme and effort you have
taken in preparing your statenments and are pleased to
recei ve your coments and opi ni ons.

|  would Ilike to introduce the other
menbers of the panel. Joining us here today is Doug
H nckl ey, Program Manager, Polygraph Eval uati on Board,
Ofice of Counterintelligence; Lise Howe, an attorney
W th DOE's Ofice of Ceneral Counsel; and Bill
Hensl ey, Director of Ofice of Security Support wth
DCE' s O fice of Defense Prograns.

Before we begin to hear your conments, we

thought it would be extrenely valuable to provide you

with a short briefing on polygraphs. W are well
aware there's a |lot of conf usi on and many
m sconceptions about pol ygraphs. This norning' s

briefing provides sone of that essential information.

I'd like to call upon Dave Renzel nan,
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Pol ygr aph Program Manager for the Ofice of
Counterintel ligence, Pacific Nor t hwest Nat i onal

Laboratory, to provide that briefing.

Dave.
MR.  RENZELNAN: I"'m not sure about the
sound system yet. It looks to nme like we're still

working on it. Can anybody hear ne?

PARTI Cl PANTS:  Yes.

MR.  RENZELNMAN: Can you? Let nme talk
Wi thout it then.

M/ name is David Renzel man. | am a
contract enployee with the Pacific Northwest National
Laboratory in --

THE REPORTER Sir, it is better if you
are by the mc.

MR,  RENZELMNAN: Ckay. W were going to

have a novable mc, but [1'Il just redo. This one
appears to be working. [I'mjust going to hold this.
As a contract enployee, | am assigned to

the Director of the Ofice of Counterintelligence at
DCE, M. Edward J. Curran. M job working for himis
t he Pol ygraph Program Manager .

And as such, since 1991 and up until we
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started t he program for t he Ofice of
Counterintelligence, we have established a program
that I wll show you later on in this presentation
that is head and shoul ders above the standard that is
acceptable in the conmunity today.

Peopl e say, "How accurate is a polygraph?

What does a pol ygraph do?"

| would Ilike to just explain that a
pol ygraph is only a mechanism or a neans that records
externally what a person who is taking the exam nation
experiences physiologically internally when they think
about and answer a question that was agreed upon
bet ween the exam ner and the person taking the test.
So a polygraph is nmuch like a canera in the sense that
it takes a picture of those enptions and prints it out
on paper.

And we're going to be talking about
guestions that are agreed upon between the exam ner
and the person taking the examnation in those four
areas that you see on the screen

Espi onage. You don't wake up one norning
and fall out of bed an beconme a spy. That's sonething

that takes a conscious decision and an act and a
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series of steps to commit.

And one tinme back in 19, oh, '82 or '83, |
was doing examnations for the Ar Force OSI wth
scientists in El Segundo, California, and we had sone
47 people in the audience, and | thought it would
really be interesting to see what those peopl e thought
the term "espi onage” really neant.

So we passed out cards and asked them to

wite in 25 words or |ess what they thought espionage

was, and one woman said, "Yes, | have committed
espionage, but | only did it twice, both tines when I
was on travel, and then |I told ny husband about it,
and we went to nmarriage counseling, and | prom sed

never to do it again.”

Now, the problem of course, is that we
need to nake sure that if we ask you if you've
committed espionage against the United States, that
that question neans the sanme to you as it does to us.

So in preparation to ask that question on a polygraph
test, which only takes seven or eight mnutes, it wll
take a good hour to prepare the person to take the
exam nati on.

Then we follow on wth questions about
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sabotage and terrorist activity. | don't need to even
di scuss that. You read about it in the paper every
day. W have bonbings; we have shootings; we have
drive-by nurders, whatever. It would be just a conmon

sense approach to nake sure that people who have
access to our classified information have not
commtted either espionage or sabotage against the
United States.

And we want to talk about wunauthorized
di sclosure of classified information to unauthorized
people of a foreign intelligence service or agency.

Now, people wll say, "How about the tine
| told ny wife sonething that really, now that | think
about it, | should have done because she doesn't have
a cl earance?"

Fol ks, that's two things. That's not
terribly intelligent, and it's probably a security
infraction, but we have been nandated to insure that
this test will verify that the people that take it and
pass it are only working for the U S. governnent, and
not anot her governnent as well.

And t hen we have to tal k about

unaut hori zed cont act with foreign intelligence
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service, and it is inportant there, and there are case
studi es upon case studies of people who have, and the
guestion is very sinple. Has anybody had any
unaut horized or unreported contact wth a foreign
intelligence service?

Now, after that is over, the data is
collected, and it is analyzed by an exam ner, and DOE
is unique in this sense because as soon as the
exam ner analyzes that data and nakes an opinion, he
or she will take the test in the blind and provide it
to a second exam ner for peer review

Then that exam ner analyzes the data, and
the two sets of data are conpared. If the opinions
are the same, it then goes to supervisory review,
where another blind analysis is done, and finally,
before the test is over, it goes to the Ofice of
Quality Control, and every federal agency -- and there
are 22 federal agencies that use polygraph in the
United States. Twelve of them do this kind of
testing, and they include agencies like CIA DA DS,
NSA, NRO Departnment of Energy, and all of the
Departnment of Defense agencies, and they all have

quality control.
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W go one step further. W have four
| evel s of quality control on every test. Wy do we do
that? Because your test is just as inportant to the
Secretary and his designees as it is to you. There
are not going to be any chances taken any way, manner,
shape or form And the test isn't over until quality
control is conplete.

Now, t he Secretary of Ener gy has
desi gnat ed only one per son to approve any
counterintelligence polygraph test adm nistered by the
Departnment of Energy Polygraph Program and that's
Edward J. Curran

Director Curran canme to the Departnent of
Energy from the FBI. He is an FBI enpl oyee. He is
the person that was sent to do the investigation
program for the agency in the post-Anes era. He was
Deputy Director of the On Site Inspection Agency, and
he is the nost know edgeable and experienced
counterintelligence officer in this country today. I
think that's nore than just a good start for the DOE
Counterintelligence Program

He is the only person that reviews on,

acts upon, or retains any docunentation on any
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counterintelligence test. After it's done and quality
control is through with it, the results are provided
to him It is his decision and his decision alone
what happens next.

If it is an issue or a non-issue type exam
where there is no need for further testing, even the
vi deot apes are destroyed. Just a record of the exam
that was conpleted and the results.

If there happens to be an issue where
sonmebody does not successfully conplete an exam nation
or admts to doing sone wongdoing that warrants
further investigation, M. Curran is the one that
det erm nes who does that investigation.

Now, we record every examnation on
vi deot ape, and then we have a unique recordi ng system
in that we take data fromthe conputer, put it through
a TV transponder and insert it into a video tape that
is a split screen function. One half of the screen is
the physiological data that is being recorded real
time. The other half is the person that's taking the
exam nation. W do that so that we can correlate any
novenent or artifacts or perhaps sonmeone would be

foolish enough to attenpt counterneasures. It would
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assist us in determning was that a pure and valid
test from beginning to end.

And as | indicated before, if it's a non-
issue test, which the greatest mmajority of them are
then that tape is destroyed no later than 90 days
after the date of adjudication.

Now, we only follow procedures that are
set up by the Departnent of Defense Polygraph
Institute. That is the federal training institute in
the United States, the only one that is authorized to
conduct training for federal exam ners.

The Director of that institute is M chael
Capps. The Director of Research is Dr. Andy
Ryan. Dr. Ryan is in our audience today, and they are
the only people that have been nandated by the
Congress of the United States to conduct research in
pol ygraph in the United States. They are funded by
t he Departnent of Defense, and they provide service to
all federal agencies, including the Departnent of
Ener gy.

Now, the Secretary of Energy has said if a
person takes a test and there is an issue with that

test and he has or she has a physiol ogical response to
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a security question that we tal ked about before and
there is no further evidence to support that
physi ol ogi cal response, then all efforts nust be taken
to determne why would the person respond when they
said, "No, | did not commt espionage against the
United States,"” but the response or the test in and of
and by itself cannot be the basis for adverse action.

Al of the examiners that DOE has are
graduates of that Polygraph Institute. It's 14 weeks
in duration, and you have to have a baccal aureate
degree, the standard investigative experience, and
then in DOE exam ners, we are requiring that they have
five years' pol ygr aph experi ence in
counterintelligence and ten years' experience as an
1811 or a DOD investigator, as well as being a DODPI
gr aduat e.

Al'l of our people have advanced degrees or
are working towards their advanced degree in a related
discipline, and they have proven and established
counterintelligence experience.

Al'l of our people are DODPlI certified, and
that certification requires continuing education by

attendi ng DODPI sponsored courses. As | recall, it's
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40 hours annually, and all of our people exceed that.

In addition to that, DCE requires
certification, and our certification process begins
with the initial interview of the exam ner. W're
concerned about the kind of people that we test.

You know, when we have people that do the
work that we do, it takes an exam ner that can relate
to them and we have what | call a charm check, and we
spend a great deal of tinme and effort to nake sure
that the exam ners are the kind of people that can do
this relating to the people that we're going to test,
t he popul ati on that exam ne.

And then the bottomline is if | would not
let themtest me, if ny reputation, career, and future
depended on the results of that test, they're not

going to test anybody, and every one of the exam ners

that we have in the Departnment of Energy -- and they
are certified -- | would permt to test nme if ny
future, career, or reputation depended on it. I have

that faith and confidence in them
| require that they all belong to the
American Pol ygraph Association and the Anerican

Associ ati on of Police Polygraphists. Qur people hold
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positions in both of those associations. One of our
examners is on the Ethics Cocrmittee as the chairman.
| serve as the subcommttee chairman for quality
control for APA and the Director of Quality Control
for AAPP.

One of our examners is the president of
AAPP, and one of our other examners wites the
journal .

We have had our test center inspected by
everybody who's qualified to inspect us. W had both
nati onal associations inspect the test facility, and
t hen we had t he NRO and t he Alr Force
Counterintelligence and the DODPI cane and inspects
the quality assurance program and that's required by
a menorandum of agreenent signed by all the federal
agencies that use it.

And | amproud to tell you that Departnent
of Energy is the only federal agency that has been
certified by DODPI and inspected by DODPI and found to
have zero findings. There was nothing wong with the
DCE pol ygraph program at our last certification, and
we' re due agai n next year.

Now, we coordinate all of our procedures
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with DODPI. W check it out. | wll be working with

Dr. Ryan on continuing research and projects that wll
be of mutual interest to the Departnent of Energy and
ot her federal agenci es, and all procedures and
training that conmes about.

And the two people that are enpowered to
make deci sions and recomrend policy, both of whom are
in the audience today, General Habiger, of course, was
the former commander of the Strategic A r Conmand, and
when you tal k about a background for comng in as the
"Security Czar," you've got to renenber he had the
power to depl oy the weapons that DOE makes.

Then you' ve got the Director Curran com ng
fromthe FBI, as an Assistant Director of the FBlI, the
nost know edgeabl e and experi enced in t he
counterintelligence field in this country.

You talk about a good start. That's a
| eap ahead of what anybody could or woul d do.

And essentially that wll conclude ny
presentations about taking a polygraph test with DCE.
Shoul d you be tasked or asked to do it, | can tell
you this: that the people wll be treated wth

dignity and respect, and the test wll not go any
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qui cker or faster than the people are able to go
t hensel ves.

How long does it take? That depends on
you. Sone people are quicker than others, and before
the testing begins, the questions are rehearsed and
asked and answered, and everybody wll concur that
t hey understand the question, and the question or the
answers they give didn't bother them

And we keep a survey. After the test, you

have a nechanism to conmmunity with Director Curran.

You wll be asked six questions: if you were
of f ended, enbar r assed, hum | i at ed, al | in one
guest i on. You will be asked if you thought vyour

privacy was unwarrantedly invaded or if you thought
the test was unfair in any way.

And if you said yes to any of those three
guestions, we're going to ask you to tell us why, and
you have a place to wite a comrent.

Then we're going to ask you questions
about do you think it's a good procedure, and we'l]l
ask if you took another job and the prerequisites for
that job required a polygraph test, would you take

one; if not, why not?
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And lastly, if espionage ever took place,
woul d you take a polygraph test to assist the FBI or
DCE in investigating it. [If not, why not?

Then you put that in a seal ed envel ope and
put it in a lock box, and it's delivered to Director
Curran, and he opens it up, and you can comunicate
directly with him

| can tell you this. Since 1991, when
this program was started under the control of David
Jones, who is on Ceneral Habiger's staff for the AAAP
Program for DOE, we have tallied those results, and
it's 99.9 percent favorable responses to those

guestionnaires since the inception of polygraph in DOE

in 1991.

W take the extra effort. Ve take the
extra step. It will be done professionally. It will
be done once. It will be done right.

And | thank you for your tine. That

concl udes ny presentation.

GEN. HABI CER VW have a total of four
schedul ed speakers this norning, and we'll go ahead
and get the laptops off the podiumif we could please.

After the four schedul ed speakers, if we
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have unschedul ed speakers, then we wll then proceed
wi th those.

This hearing is scheduled to be in session
until one o' clock this afternoon

|"d like to call your first speaker to the
podium For the record, | would ask that each speaker
pl ease state his or her name, whom you represent
bef ore maki ng your statenent.

First, M. Drew Richardson. M.
Ri char dson

DR RI CHARDSON: Thank you very nmuch. I
appreciate the opportunity to address you today.

M/ nane is Dr. Drew Richardson. I"m a
supervi sory Special Agent of the FBI and a scientist
in the FBI | aboratory.

As is the case with others addressing you
today, the comrents | make and opinions | offer are
simply ny owmn, and | would like to enphasize that they
are not represented as the views of the FBI, its
managenent, or those in its Polygraph Program

| would begin by heartily congratul ating
you on holding these hearings and for publicly

entertai ning diverse opinions, many of which have been
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contrary to the notion of undertaking the very
pol ygraph screeni ng programthat you propose.

|, too, however, mnust express strong
reservations about polygraph screening and recomend
as strongly as | possibly can that you do not
i npl ement such a program My concerns regarding
pol ygraph screen run the gamut, covering the lack of
t heoretical foundation, a lack of scientific control
a lack of validity as a diagnostic tool, to general
concerns about the ethics of comon practice, to the
pot enti al lack of due process and fairness to
pol ygraph examnees as it relates to the use of
pol ygraph resul ts.

| believe that the assertions and opinions
that | have just offered are in line with the vast
majority opinion of the relevant scientific comunity
of psychophysi ol ogy.

Furthernore, | believe that they parallel
the formal and publicly stated positions of the
Anerican Medi cal Associ ati on and the Anerican
Psychol ogi cal Associ ation, both of which have gone on
record as opposing the use of polygraph exam nations

for generalized screening purposes.
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| have no reason to believe that the
proponents of polygraph screening are in any way
di si ngenuous, nor do | believe that they have
intentionally sought to m srepresent their case, but |
truly do believe that they are wong and that there
will be serious consequences to individual exam nees
and to this nation stenmng fromtheir folly.

| would challenge you to forego the
tenptation to wuse bureaucratic authority alone to
foi st such a program on your enpl oyees.

| f proponents of polygraph screening are
genuine in their belief and affection for such a
program they should welcone the opportunity through
open debate and the rigorous cross examnation of
opposing ideas to develop the parallel intellectual
authority necessary to support their program No such
scientific inquiry has yet occurred.

As to whether the scientific underpinnings
of polygraph screening are nmnerely pseudo-scientific
munbo-junmbo, as | would largely submt, has yet to be
shown, but | challenge you to |let the debate begin now
on your ternms or | suggest it nost certainly wll

begin at a later time on the adversarial terns of
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ot hers.

| would further suggest that in your
inquiry, it would be only reasonable and prudent to
utilize the vast intellectual force and scientific
talent present in the national |aboratory system to
effect such an eval uation. | will leave this line of
reasoni ng by suggesting to you that it is not nere
circunstance that Nobel Prizes have regularly been
awar ded to scientists directly or indirectly
associated with the national labs in the disciplines
of particle physics, theoretical mathematics, and so
forth.

| would further submt that it is also not
nmerely circunstantial that in the last 75 years of
pol ygraph practice, that no work of any individual at
any tine has been renotely deenmed worthy of said or
conpar abl e accol ade.

| am as others have expressed, concerned
about the plight of falsely accused victins stemm ng
from pol ygraph exam nati ons. | have heard in recent
years from a |arge nunber of individuals who claimto
have been wongly found deceptive in polygraph

exam nati ons. A portion of these individuals has
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claimed inproper treatnent and conduct on the part of
exam ni ng pol ygr aphers.

This treatnent and conduct ranges from
i mpr oper | anguage and unprof essi onal manner to
outright civil rights abuse. M/ expectation for your
program is that it would be characterized by a very
low level of sensitivity, making it highly unlikely
that a spy will ever be reveal ed by such net hodol ogy.

I al so bel i eve t hat it will be
characterized by the absence of nobst of the inproper
exam ner conduct that has been described to ne.

And, three, | believe that there wll be
an increase in specificity that is over and above what
pol ygraph accuracy and base rate considerations alone
woul d suggest, leading, in fact, to a reduction in the
absol ute nunber of false positives.

Al though the nunber of false positive
results will be |ess, because of the serious nature of
the rel evant subject matter issues the consequences to
any one falsely accused individual will be horrendous.

To any who believe that these polygraph
results will sinply anbunt to a walk in the park or an

academ c hi ccup for t hese i ndi vi dual s unti
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prosecutable facts are either developed or not
devel oped through investigation, | would refer you to
the recently well publicized cases of M. Mark Mll ah,
M. Adam G ral sky, and M. David Tenenbaum

Let ne close by assuring you that | share
your concern for protecting national security and
recognize the imense problens associated with so
doi ng. | strongly suggest to you that the real
problens unfortunately do not necessarily define
viable solutions. Al beit no doubt well intentioned, I
believe your efforts with polygraph screening will in
no way be found to be a viable solution to your
chal | enges and, in fact, Wil | only serve to
unequi vocal |y disprove the adage about anything is
better than not hing.

Thank you very nuch for your tinme and
attention. | would be glad to address any questions
you m ght have.

GEN. HABI GER Thank you, Dr. Richardson.

Thanks.
Qur next speaker is Mark Zaid.
MR. ZAID. Good norning.

GEN. HABI GER  Good norni ng.
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MR, ZAl D: Thank you for the opportunity

to appear before the distinguished panel today.

M/ nane is Mark Zaid. ["m an attorney
here in Wshington, D.C M law office primrily
handl es cases involving national security, and | am
also the Executive Director of the Janmes Madison
Project, which is a nonprofit organization here in
Washi ngt on whose purpose is to educate the public on
matters relating to national security, secrecy, and
gover nnent accountability. M/ remarks this norning,
however, are ny own and do not necessarily reflect the
vi ew of my organi zation.

|, too, would also like to comend the
Department of Energy, the panel nenbers, and Secretary
Ri chardson on the decision to hold open hearings on
this very inportant and controversial issue. Q her
agencies, such as the FBI and the C A which have
increased their use of the polygraph in recent years,
never bothered to consult with their enployees, nuch
| ess the general public, in order to solicit views one
way or the other.

The under | yi ng not i vati ons for t he

departnent for this new policy are understandable.
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Recent allegations of espionage involving possible
procurenent of classified atomc information is and
should be of significant concern to our governnent.
National security and the protection of U S. secrets
is not sonething to be taken lightly.

However, the DCE is about to go down a
potentially tunultuous path. The proposed plan to
adm ni ster polygraph exam nations to upwards of 5,000
enpl oyees, as well as DOE applicants for certain
positions in order to hopefully expose those who nay
have comm tted espionage or have security violations
will, in ny opinion, cause far greater harmthan good.

Let there be no nmistake as to where ny
remarks are originating. | am presenting representing
nunerous individual s whose careers have been harned by
defamatory allegations that are based solely on the
results of pol ygraph testing.

Next month | wll be filing a l|awsuit
agai nst several federal agencies asserting various
constitutional and statutory violations for the use of
t he pol ygraph in pre-enploynment testing.

There are nunerous case studies and

personal examines that illustrate the problens wth
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pol ygraph as either an investigative tool or for
enpl oynent screening. Most disconcerting, however, is
the room for over reaction, msuse, and abuse of the
test results by federal agencies.

Let's assune for the sake of argunent that
t he pol ygraph has a 95 percent accuracy rate, which as
| understand it is high for even those who are
proponents of the test. Even with such a success
rate, if utilized by the DOE, up to 250 scientists
will be falsely accused of deception about matters
that under certain circunstances could result in the
application of the death penalty.

A false positive reading for an enployee
can very well be a kiss of death to a career. G ven
the nature of the proposed questions, DOCE may be
accusing an individual of treason, a crinme that to
many government enpl oyees, particularly those working
in the national security field, is far worse than many
capital crines.

M/ experiences in representing national
security enployees who are under investigation suggest
that DOE will brand these individuals as traitors and

treat them as such until proven otherw se. Even if
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the enployee is eventually exonerated and his career
is not harmed on paper, the negative stigma that wll
attach from such an experience will still be damaging,
and particularly to the enployee's reputation.

The enployee's peers and supervisors nay
al wvays wonder whether the case was dropped because of
proven innocence or sinmply lack of evidence. As a
result, certain future projects mght not be assigned
or even pronotions may not be of fered.

Wat wll you say to those fanmlies
afterwards? WII you sinply apol ogize and nove on to
t he next suspect?

Consi der sone of the follow ng governnent
statenents about pol ygraph testing and exanples of its
m suser. The Departnent of Justice recently argued
successfully to the Supreme Court that there exists an
"unresol vabl e debate" about the reliability of
pol ygr aphs.

The Senat e Sel ect Committee on
Intelligence recently said that "given the potentia
unreliability of the polygraph system the Committee
believes that alternatives to the polygraph should be

expl ored. "
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In FBlI docunents | recently obtained
through litigation, one of President Cinton's Wite
House counsels flatly refused to take a polygraph
during an FBI investigation on the basis of its
unreliability.

Docunents obtained from the C A regarding
anot her client of mne, who had already passed -- he's
a CA employee -- had already passed two polygraph
tests, reveal the CIA s nmanipulation of the polygraph
as a nmeans by which to falsely confirm allegations
against the enployee in order to justify the
i ndi vidual 's term nation

The CIA meno witten two weeks before the
enpl oyee's final polygraph quoted DCI Tenet as, quote
-- says DC Tenet says, "This guy is out of here
because of |ack of candor. Subj ect is scheduled for
anot her poly. Once that's over, it looks like we'l
be wavi ng goodbye to our friend."

The list could go on, and undoubtedly with
the other hearings you ve held, you ve heard many
horror stories fromw tnesses.

Wth respect to the proposed regul ations,

| have several observations regarding what | perceive
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as significant flaws. Section 709.24 indicates that
before adm nistering the polygraph exam the exam ner
must inform the individual of the use of audio and
vi deo recording. | appl aud that. Many agenci es have
not done that, and that has caused a trenendous anount
of difficulty in disputes over what questions, how
t hey were phrased, et cetera, and the answers.

But provisions should be added that enable
an exam nee upon request to obtain copies of both the
video and audio tapes of that session. Shoul d an
enpl oyee or applicant wish to challenge the test
results, they should not have to rely on the Freedom
of Information or Privacy Acts in order to obtain the
i nformation, as litigating under t hose acts
constantly, it would take so long in tine for themto
obtain copies through that route that it would be
al nost worthl ess.

A witten transcript, if created, should
al so be nade i mmedi ately avail abl e.

Section 709.26 asserts that DCE wll
protect the confidentiality of polygraph exam nation
records and results in accordance with the Privacy

Act. Despite DOE' s attenpts to allay concerns that an
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individual's privacy rights wll be protected, the
fact is that sufficient |oopholes exist that wll
insure no such thing happens at least with respect to
ot her agenci es.

Al though the DCE asserts that polygraph

results will not be placed in an enployee's personnel
file, the information will be placed in a security
file. O her records will be created throughout the
i nvestigative process that will likely find their way

into a personnel file.

Most i mportantly, however , a fal se
positive, even if ultimtely conceded by the DOE to be
an error, will haunt the enployee if they ever seek a
position at another agency that requires a security
cl earance.

The Privacy Act will permt other agencies
under the auspices of a routine use to have access to
the applicant's security and personnel files to
ascertain for itself whether a suitability or security
risk is present.

The regul ati ons pr opose t hat no
unf avorabl e enpl oynent decisions will result solely on

the basis of the polygraph. According to Section
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709. 15, all indications of deception will allegedly be
foll owed up by investigation.

Whet her subsequent i ncrease of DCE
enpl oyees wll be fair and absent of bias is
specul ative at the nonent, but what can be said of
appl i cants whose polygraph results are suspect? l's
the DOE willing and prepared to fully investigate
al | egati ons of deception for applicants?

The regulations are sonmewhat silent on
this point, except that Section 709.15(d)(2) and (4)
would seem to inply that a possibility exists that
absolutely nothing wll be done depending upon
i ndi vi dual circunstances.

Yet the negative information, whatever
that may be, wll be placed into that individual's
Privacy Act system of records w thout any opportunity
to have chal |l enged the allegation.

As a result, DOE wll have possibly
contributed to insuring that a position of trust
within the governnent is perhaps forever out of that
i ndi vi dual ' s reach.

That the individual was not yet enployed

by the DOE does not preclude certain constitutional
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rights from attaching even in the application process,
and DCE will be potentially liable for its actions.

If the DOE sees fit to unnecessarily
utilize this device to route out perceive spies, at
| east create a nmechanism that allows redress for
unf ounded all egati ons. It is high tine a federal
agency insures in advance that accountability for its
m stakes  will be available, particularly when
i npl ementing a system that is known or alleged to be
unreliabl e.

For exanple, you can place a higher burden
of accuracy on the polygrapher by permtting |awsuits
for inaccurate assessnents or specifically open your
agency to liability for destroying soneone' s career.

Now, | have little faith that these types
of provisions would ever be adopted, but | want this
panel and Secretary Richardson to reflect on the
serious ramfications that inplenentation of this
policy could create for all concerned.

In closing, let me remnd you of an old
adage that we're all famliar with that illustrates
what the United States represents in terns of |iberty

and justice.



10

11

12

13

14

15

16

17

18

19

20

21

22

23

39

Qur judicial system is designed to free
ten guilty people in order to protect one innocent
person from bei ng puni shed. The pol ygraph stands that
very principle on its head, and if wutilized in the
envi sioned fashion by the DOE, you wll potentially
di sgrace the honor and loyalties of many otherw se
trustworthy and dedi cated Ameri cans.

| again thank you for this opportunity.
|'"d be pleased to answer any questions or clarify any
statenments that | have nade.

GEN. HABI GER: Conments? Question?

(No response.)

GEN. HABI GER Thank you very nuch, M.

Zai d.

Qur next speaker is Roger Johnston.

DR JOHNSTON: Good nor ni ng. | am Dr.
Roger Johnst on. I"'m head of the Mulnerability

Assessnment Team at Los Al anbs National |aboratory. 1,
thus, have sonme interest and know edge in security
i ssues, but 1'm here today sinply representing nmy own
Vi ews.

| do appreciate the opportunity to coment

on the proposed regulation. | believe that the
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regulation, as well as polygraphs in general, are
really bad science and bad personnel nanagenent.

| think the effects this is likely to have
on DOE and the national lab's ability to attract the
best technical mnds and to retain themis going to be
seriously hanpered, and |I think in the long termthat
will have far nore serious consequences for nationa
t echni cal conpetitiveness, as well as nationa
security than even a half dozen spi es.

| also think that the proposed regul ation
is bad security, but before | get to that, I'd like to
rai se some specific concerns.

Section 709.14 states that all polygraph
exam nations admnistered by DOE are voluntary. I
think that's being a Ilittle bit intellectually
di shonest . The consequences of not fully cooperating
in this matter are fairly serious, and to call that
voluntary | think is really not acceptable.

Section 709. 15 tal ks about t he
consequences of "unresolved issues." That term is
very poorly defined in the proposed regulations and
represents sone very serious concerns.

Section 709.21 calls for 48 hours only
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advanced notice in order to secure |egal counsel. I
don't believe that's practical wunless one has an
attorney on an expensive retainer. You' re not Ilikely
to get assistance in 48 hours.

Section 709.22 | had to reread nultiple
times because | found it quite remarkable. The i dea
that an American citizen could be taken into a room
exposed to interrogation by a governnent official
without a witness being allowed to be present is,
i ndeed, remarkabl e.

To propose this for sonme of the people who
are partially responsible for winning the Cold War,
who have devoted their careers and their lives to
nati onal security, specifically to prevent this kind
of thing happening to Americans due to sone Kkind of
totalitarian reginme; | think to propose that is truly
shanmeful, and Section 709.22, in ny view, needs to be
seriously revi ewed.

| also believe DOE in the rush to
inpl ement this regulation has overlooked a nunber of
regul atory review issues, in particular. Statenents
that this regulation will have m nimal inpact on snall

busi nesses, famlies, jobs, and productivity clearly
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seem to have been a serious

review in regards to the Paperwork Reduction Act, nor

is it clear at all that

DCE has fulfilled its general

duty to mnimze litigation issues on this matter, to

deal with anbiguity, to

in particular, unr esol

provided clear |egal

conduct, and it's not

ef fects have been specifi

In particular,

guestions about
when this regul ati on was

I n terns

i ncreasi ngly nowadays t hat

t hor ough, particularly
i nnovat i ve, and
security because our
that way and because,
harder than offense.

| think
have those attributes.

sinmple m nded approach

activities

creative
enem es and our

in general,

t he proposed

adequately define key ternms,

ved issues, that DCE has
standard for the effective
clear that the retroactive
ed.
people wll be asked

that took place prior to
i mpl enent ed.
of security, I bel i eve
we need to have particul ar
confortabl e, sophi sti cat ed,
approaches to national
adversaries are
defense is a |ot
regul ati on doesn't

It appears to be a fairly

to dealing with some serious
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security concerns.

| am greatly worried that the proposed
regulation will create so nuch distraction, so nuch
energy, tine, personnel, and effort devoted to the
pol ygraph issue that we won't be able to inplenent
what could ©potentially be far nore effective
countermmeasures to inprove national security.

So in summary, | think the proposed
regul ation represents bad science, bad personnel
managenent, wll have very negative inpact upon the
national security of this country, and maybe nost
serious of all, it really is quite un-American.

GEN. HABI GER  Thank you, Dr. Johnston.

Qur final scheduled speaker is Steven
Af t er good.

Good norning, sir.

MR,  AFTERGOOD: Good norni ng. Thank you
for holding this hearing.

M/ nane is Steven Aftergood, and |I'm on
the staff of the Federation of Anmerican Scientists
here in Wshington, which is a public interest,
policy, research, and advocacy organi zati on founded by

scientists at Los Alanbs in 1945.
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I have submitted a lengthy witten
statenment for the record. Right now !l would just |ike
to make a few points that are presented at greater
| ength there.

First and forenost, | hope that you wl]l
consider the possibility that the rpoposed polygraph
policy could actually damage national security by
denoralizing the affected enpl oyees and by naking the
nati onal |aboratories unattractive to new tal ent.

In the worst case, DCE could end up doing
what no spy and no adversary has ever managed to do,
that is, to degrade the quality of scientific and
technical activity at the national |abs. Thi s
uni ntended outcone could take place regardless of the
validity or utility of polygraph testing.

If the polygraph is perceived by DCE
enpl oyees whether rightly or wongly to be an abuse of
official authority or an insult to their integrity
such that it leads to an erosion of the scientific
work force, then the polygraph will have caused net
damage to national security.

My own opinion on the subject is that DOE

has not adequately explained exactly what problem it
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is trying to solve with the polygraph and why the
pol ygraph is the best solution to that particular
pr obl em

Ever since polygraph testing was devel oped
by psychologist WIIliam Marston, whose other notable
achievenrent was the <creation of the comc book
character "Wnder Wnan," it has been a subject of
controversy and scientific criticism The pol ygraph
presunmes a uniformty of human physi ol ogi cal response,
as well as a certain naivete that does not seemto be
justified.

M. Renzelman earlier this norning said
that the polygraph is a kind of photograph of a
person’'s enotions. | am not an expert, but | believe
that that is an incorrect analogy and that it is a
m st ake to concei ve of enot i ons as purely
physi ol ogi cal responses and from there to assune that
the person's inner notivations and inner thoughts can
be detected by this kind of instrunent.

In any event, DOE has really not attenpted
to engage the question of scientific validity.

Anot her inportant om ssion, in ny opinion,

is the whole subject of countermneasures. Sonme DCE
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officials like Drector Curran of the Ofice of
Counterintelligence at DOE have been quoted to believe
t hat counterneasures really don't work.

The scientific literature, on the other
hand, suggests that they do, and I|'ve provided a
citation to one of the peer reviewed scientific
studies that seens to indicate that the polygraph can
be defeated through the use of counterneasures.

This is an inportant disagreenent that
ought to be resol ved. In particul ar, i f
countermeasures to defeat the polygraph are feasible,
then the whole concept of the excul patory polygraph
needs to be reconsi dered and probably abandoned.

After all, it is the guilty test subject who
will be the nost highly notivated and perhaps the best
trained to use counterneasures against the polygraph

The proposed policy would actually reward such a
culprit for doing so successfully.

So, again, nmaybe M. Curran is right and
the published scientific literature is wong. | can
certainly imagine that that's the case, but that's an
i ssue that ought to be nailed down with sonme clarity.

Finally, 1 would just urge you to take
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your responsibility in this process as seriously as

possi bl e. | think that there has been a lot of
car el ess, m si nf or nmed, and even nmalicious talk
concerning security at the national |aboratories.

Fal se accusations have been w dely circul ated. [
concei ved policies have actually been |egislated, and
national security has been used as a pretext for

pursui ng political vendettas.

Sonet i nes security pol i cy, like
patriotism can be the refuge of scoundrels. | hope
that you will rise far above all of that and just use

your best professional judgnent.

If, as security professionals, you are
honestly convinced that the proposed policy wll
enhanced the security of the United States, then so be
it, but if you are not conpletely convinced that the
pol ygraph is necessary, and if you see a possibility
that it will do nore harm than good, then | hope you
will tell the policy nakers that they have nade a
mstake and that this proposed rule should be
resci nded.

Thank you.

GEN. HABI GER  Thank you very much, sir.
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That conpletes our schedul ed speakers.
Andi, we have no unschedul ed speakers at this point?

M5. KASARSKY:  No.

GEN. HABI GER: W will go into recess
until we get additional speakers, and then we wll
reconvene.

(Whereupon, the foregoing matter went off

the record at 9:53 a.m and went back on

the record at 10:07 a.m)

GEN . HABI GER: Vel |, | adi es and
gentlenen, if | can have your attention, we'll convene
t he heari ng.

Agai n, we have an unschedul ed speaker, and
we're very cleared to call to the podium Chuck
Vestfall.

M. Wstfall, the podium is yours, and
good norning, sir, and thank you for sharing your
views with us this norning.

MR, WESTFALL.: For the record, ny nane is
Chuck Westfall. |'ma contractor enployee for Danes &
Moore here, working in Defense Prograns.

| apologize because | did not intend to

speak. | do not disagree with the polygraph rule. |1
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do not share the sane views as the other presenters.

However, as a retired mlitary officer who
has had clearances within the DOD that would include
Bl ack Prograns, TS SCI, ESI or SIOP-ESI and the other
things that you're very famliar with, ny life wth
regards to ny security clearances and access is pretty
much an open book for the last 30 years.

The problem that | have with the rule as
witten and that |'ve discussed previously in other
forums is in Section 709.4(b)(1), which states a
presinti al appoi nt ee, if such an appointee has
received a favorably adjudicated full field Federal
Bureau of Investigation background investigation wll
not come under this rule,.

And | have a problem with that in that
some person who could possibly have access to
information from ny other prograns, total scope, wll
not be polygraphed and will only be subject to the
annual or the five-year investigation after the
initial investigation, and | believe very strongly
that this exenption should not apply.

| know that within the CIA the Director

is usually the first one. | know that the Secretary
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has taken a polygraph, and | believe that any
appoi ntee who woul d have the access authorizations and
would normally be required as a result of the job
shoul d not be exenpt.

Maybe 1'm not making sense, but | think as
a matter of record if | were to speak or if | did
speak today, then we'll have to go ahead and be on
record of why we're having this exenption.

So | thank you for your tine.

GEN. HABI GER  Thank you, sir.

We have no additional unschedul ed speakers
at this tine. So we will, again, go into recess.

Thank you.

(Wher eupon, the foregoing matter went off

the record at 10:10 a.m and went back on

the record at 1:05 p. m)

GEN. HABI CER I would like to reopen the
hearing on the Departnent of Energy's polygraph
exam nation regul ation

And as | understand it from the individua
who's in charge of these sorts of things, we have no
addi ti onal unschedul ed speakers. So our business is

concl uded.
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Before we adjourn though, | would like to
offer an opportunity for ny colleague to nake a
statement, and 1'Il sum it up, and with that, Bill,
"1l let you say a few words.

MR. HENSLEY: | guess I'd like to not only
thank vyourself, but thank the departnent for the
opportunity to participate on the panel. | believe
that it's been a good series of open hearings.

There have been sone significant issues
raised and ones that we'll need to take into
consi deration as we nove forward.

GEN. HABI GER  Ckay. Very good.

Li se.

M5. HONE: 1'd like to echo what Bill said
and thank Andi for all of her hard work and keeping us
nmovi ng forward and naking sure we didn't starve al ong
the way as the | ost patrol

Thanks.

GEN. HABI GER  Ckay. Doug?

MR HI NCKLEY: I concur with ny
col | eagues.

Thank you very much, Andi , and we

appreci ate the coments we' ve received.
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GEN. HABI GER Let me just sum it up by

saying | could not have asked for a better panel. W
have gained a great deal of insights into this issue,
to the emotion involved, and as a result of these
hearings, the departnment, whatever route we wll go,
will have a programthat is going to nmake sense and is
goi ng to work.

To each and every one of you on the dais,
i thank you for the patience and the hard work and the
attention that you' ve paid over the past several tens
of hours that we've spent in this process.

And to vyou, Andi, well done. You
certainly have taken great care not only of us, but
over the process, and that neans a great deal.

So with that, we wll hereby adjourn the
last and final public hearing regarding the proposed
pol ygraph exam nati on regul ati ons.

So with that | declare the hearing to be
adj our ned.

Thank you.

(Whereupon, at 1:07 p.m, the neeting in

t he above-entitled matter was adj ourned.)



